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1. Introduction
Comments are solicited and shoul d be addressed to the author.

Aut henti cation of routing protocol exchanges is a comobn nean of
securing conputer networks. Use of protocol authentication
mechani snms hel ps in ascertaining, that only the intended routers
participate in routing information exchange, and that the exchanged
routing information is not nodified by a third party.

[ BABEL] ("the original specification") defines data structures,
encodi ng, and operation of a basic Babel routing protocol instance
("instance of the original protocol"). This docunent ("this

speci fication") defines data structures, encoding, and operation of
an extension to Babel protocol, an authentication nmechanism ("this
nmechani sm'). Both the instance of the original protocol and this
mechani sm are nostly self-contained and interact only at coupling
points defined in this specification.

A maj or design goal of this nmechanismis such a transparency to an
operator, that is not affected by inplenentati on and configuration
specifics. A conplying inplenentation makes all neani ngful details
of authentication-specific processing clear to the operator, even
when sonme of the key paraneters cannot be changed.

The currently established (see [RI P2- AUTH], [ OSPF2- AUTH],

[ OSPF3- AUTH], and [ RFC6039]) approach to authenticati on nmechani sm
desi gn for datagram based routing protocols such as Babel relies on
two principal data itens enbedded into protocol packets, typically as
two integral parts of a single data structure:

o A fixed-length unsigned integer nunber, typically called a
crypt ographi ¢ sequence nunber, used in replay attack protection.

o A variable-length sequence of octets, a result of the HVMAC
construct (see [RFC2104]) conputed on neaningful data itens of the
packet (including the cryptographic sequence nunber) on one hand
and a secret key on another, used in proving that both the sender
and the receiver share the same secret key and that the neani ngful
data was not changed in transm ssion.

Dependi ng on the design specifics either all protocol packets are
aut henticated or only those protecting the integrity of protocol
exchange. This nechani sm authenticates all protocol packets.

This specification defines the use of the cryptographi c sequence

nunber in details sufficient to make replay attack protection
strength predictable. That is, an operator can tell the strength
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fromthe declared characteristics of an inplenentation and, whereas
the inplenmentation allows changing rel evant paraneters, the effect of
a reconfiguration.

The HVAC construct can be conbined with any cryptographi ¢ hash

al gorithm although the primary focus of [RIP2-AUTH], [ OSPF2-AUTH|,
and [ OSPF3-AUTH] is either SHA-1 hash algorithmor SHA-2 famly of
hash al gorithms, or both. This specification does not mandate or
suggest a use of any particular hash algorithns. This mechani sm can
be depl oyed using any appropriate hash algorithns, as |ong as Babel
speakers participating in the authenticated exchange are inpl enented
and configured consistently.

This mechanismexplicitly allows for nmultiple HVAC results per an
aut henti cated packet. Since neaningful data itenms of a given packet
remain the same, each such HVAC result stands for a different secret
key and/or a different hash algorithm This enables a sinultaneous,
i ndependent authentication within nmultiple domains.

An inportant concern addressed by this nmechanismis limting the
anount of HMAC conput ati ons done per an authenticated packet,

i ndependently for sending and receiving. Wthout these limts the
nunber of conputations per a packet could be as high as nunber of
configured authentication keys (in sending case) or as the nunber of
keys nmultiplied by the nunber of supplied HVAC results (in receiving
case).

These limts establish a basic conpetition between the configured
keys and (in receiving case) an additional conpetition between the
supplied HVAC results. This specification defines related data
structures and procedures in a way to nmake such conpetition
transparent and predictable for an operator.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Cryptographic Aspects

2.1. Neutral Use of Hash Al gorithns
The only hash al gorithm characteristics nmeaningful within the scope
of processing defined herein are digest |ength and internal block

size, there is no pre- or post-processing specific to a particular
hash algorithm The follow ng generic requirenents affect only the
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set of options available for an inplementation.

A set of hash algorithns available in an inplenentati on MJST be
clearly stated, MJST include at |east one option and SHOULD i ncl ude
multiple options. |Inplenenters SHOULD consi der strong, well-known
hash al gorithnms as inplenmentation options and MJUST NOT consi der hash
algorithnms for that by the tine of inplenentation neani ngful attacks
exi st or that are commonly viewed as deprecat ed.

For exanple, the follow ng hash al gorithnms nmeet these requirenents at
the time of this witing:

0 GOST (256-bit hash)

o RI PEMD- 160

o SHA-224
0 SHA-256
o SHA-384
0 SHA-512

o Tiger (192-bit hash)
o Wirlpool (512-bit hash)

The final choice of particular hash algorithn(s) is left up to the

i npl enmenter. \Wether known weak authentication keys exist for a hash
algorithmused in an inplenmentation of this nechanism the

i npl enentati on MJUST deny a use of such keys.

2.2. Padding Constant Specifics

[ Rl P2- AUTH] established the reference nethod of HVAC construct
appl i cation housing the conputed authentication data inside the
nmessage being authenticated. This involves pre-allocating necessary
anount of nessage data space and pre-filling it with sonme data a
recei ver can reproduce exactly, typically an arbitrary nunber known
as a padding constant. The padding constant used in [RIP2-AUTH is
Ox878FE1F3 four-octet val ue.

Subsequent works (including [ OSPF2- AUTH and [ OSPF3-AUTH]) i nherited
bot h the basic approach and the padding constant. In particular,

[ OSPF3- AUTH] uses a source | Pv6 address to set the first 16 octets of
t he padded area and the paddi ng constant to set any subsequent
octets. This mechani sm nmakes the sanme use for the source |Pv6
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address, but the padding constant size and value are different.

Since any fixed arbitrary value of a paddi ng constant does not affect
cryptographi c characteristics of a hash algorithmand the HVAC
construct, and since single-octet padding is nore straightforward to
i npl enent, the paddi ng constant used by this nmechanismis 0x00
single-octet value. This is respectively addressed in sending
(Section 5.3 item5) and receiving (Section 5.4 item 6) procedures.

2.3. Cryptographi c Sequence Number Specifics

OQperation of this mechanismmay involve nultiple |local and nmultiple
renmot e cryptographi c sequence nunbers, each essentially being a
48-bit unsigned integer. This specification uses a term"TS/ PC
nunber” to avoid confusion with the route’s sequence nunber of the
ori ginal Babel specification (Section 2.5 of [BABEL]) and to stress
the fact, that there are two distinguished parts of this 48-bit
nunber, each handled in its specific way (see Section 5.1):

0 1 2 3 4
01234567890// 90123456789012345¢67
T S S i o A o o i S S i o N S
| TS I | PC |
i i i B B i s T i S SIS S SR SR

Il

Hi gh-order 32 bits are called "tinestanp” (TS) and | ow order 16 bits
are called "packet counter"” (PC).

Thi s nechani sm stores, updates, conpares and encodes each TS/ PC
nunber as two i ndependent unsigned integers, TS and PC respectively.
Such conparison of TS/ PC nunbers perfornmed in item3 of Section 5.4
is algebraically equivalent to conparison of respective 48-bit
unsigned integers. Any byte order conversion, when required, is
performed on TS and PC parts i ndependently.

2. 4. Definiti on of HVAC

The al gorithm description bel ow uses the follow ng nonmencl ature,
which is consistent with [FIPS-198]:

Text Is the data on which the HMAC is calculated (note item (b) of
Section 8). In this specification it is the contents of a
Babel packet ranging fromthe beginning of the Magic field of
t he Babel packet header to the end of the last octet of the
Packet Body field, as defined in Section 4.2 of [BABEL].
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H Is the specific hash algorithm (see Section 2.1).

K Is a sequence of octets of an arbitrary, known | ength.

Ko I's the cryptographic key used with the hash al gorithm

B I's the block size of H neasured in octets rather than bits.

Note that B is the internal block size, not the digest |ength.

L Is the digest length of H nmeasured in octets rather than
bits.

XOR I s the exclusive-or operation.

Opad I s the hexadeci mal val ue 0x5c repeated B tines.

| pad I's the hexadeci mal val ue 0x36 repeated B tines.

The algorithmbelowis the original, unnodified HVAC construct as
defined in both [ RFC2104] and [FIPS-198], hence it is different from
the algorithns defined in [RI P2- AUTH], [ OSPF2- AUTH], and [ OSPF3- AUTH]|
in exactly two regards:

o Algorithmbelow sets the size of Ko to B, not to L (L is not
greater than B). This resolves both anbiguity in XOR expressions
and inconpatibility in handling of keys having |l ength greater than
L but not greater than B

o Algorithm bel ow does not change val ue of Text before or after the
conputation. Both padding of a Babel packet before the
conmput ation and placing of the result inside the packet are
performed el sewhere.

The intent of this is to enable the nost straightforward use of
cryptographic libraries by inplenentations of this specification. At
the time of this witing inplenentations of the original HVAC
construct coupled with hash algorithns of choice are generally
avai | abl e.

Description of the algorithm

1. Preparation of the Key
In this application, Ko is always B octets long. If Kis B
octets long, then Ko is set to K If Kis nore than B octets
long, then Ko is set to HHK) with zeroes appended to the end of

H(K), such that Ko is B octets long. If Kis less than B octets
long, then Ko is set to Kwith zeroes appended to the end of K,
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such that Ko is B octets |ong.
2. First-Hash

A First-Hash, also known as the inner hash, is conputed as
foll ows:

First-Hash = H Ko XOR Ipad || Text)
3. Second- Hash

A second hash, also known as the outer hash, is conputed as
fol | ows:

Second- Hash = H(Ko XOR Opad || First-Hash)
4. Result

The resulting Second-Hash becones the authentication data that is
returned as the result of HVAC cal cul ati on.

3. Updates to Protocol Data Structures
3.1. RxAut hRequired

RxAut hRequired is a bool ean paraneter, its default value MJST be
TRUE. An inplenentation SHOULD nake RxAut hRequired a per-interface
paraneter, but MAY nmake it specific to the whole protocol instance.
The conceptual purpose of RxAuthRequired is to enable a snooth
mgration froman unauthenticated to an authenticated Babel packet
exchange and back (see Section 7.3). Current value of RxAuthRequired
directly affects the receiving procedure defined in Section 5.4. An
i mpl enment ati on SHOULD al | ow t he operat or changi ng RxAut hRequi r ed
value in runtinme or by neans of Babel speaker restart. An

i npl enentati on MJUST all ow the operator discovering the effective

val ue of RxAuthRequired in runtinme or fromthe system docunentation

3.2. Local TS
Local TS is a 32-bit unsigned integer variable, it is the TS part of a
per-interface TS/ PC nunber. LocalTSis a strictly per-interface

vari abl e not intended to be changed by operator. Its initialization
is explained in Section 5. 1.
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3. 3. Local PC

Local PC is a 16-bit unsigned integer variable, it is the PC part of a
per-interface TS/ PC nunber. LocalPCis a strictly per-interface

vari abl e not intended to be changed by operator. |Its initialization
is explained in Section 5.1.

3.4. MaxDigestsln

MaxDi gestsln i s an unsi gned integer parameter conceptually purposed
for limting the anmount of CPU tine spent processing a received

aut henti cat ed packet. The receiving procedure perfornms the nost CPU
i ntensi ve operation, the HVAC conputation, only at nost MaxD gestsln
(Section 5.4 item7) times for a given packet.

MaxDi gest sl n val ue MJST be at least 2. An inplenentati on SHOULD nmake
MaxDi gestsln a per-interface paraneter, but MAY nake it specific to

t he whol e protocol instance. An inplenmentation SHOULD all ow the
operat or changi ng the val ue of MaxDi gestsln in runtinme or by nmeans of
Babel speaker restart. An inplenentation MJUST allow the operator

di scovering the effective value of MaxDigestsin in runtine or from

t he system docunent ati on.

3.5. MaxDi gest sQut

MaxDi gest sQut is an unsigned integer paraneter conceptually purposed
for limting the anmount of a sent authenticated packet’s space spent
on authentication data. The sending procedure adds at nost

MaxDi gestsQut (Section 5.3 item5) HVAC results to a given packet,
concurring with the output buffer managenent explained in

Section 6. 2.

MaxDi gest sQut val ue MUST be at |east 2. An inplenentation SHOULD
make MaxDi gestsQut a per-interface paranmeter, but MAY make it
specific to the whole protocol instance. An inplenentation SHOULD

al l ow t he operator changing the value of MaxDi gestsQut in runtinme or
by neans of Babel speaker restart, in a safe range. The maxi num safe
val ue of MaxDigestsQut is inplenentation-specific (see Section 6.2).
An i nplenmentati on MJUST al |l ow the operator discovering the effective
val ue of MaxDigestsQut in runtime or fromthe system docunentati on.

3.6. ANM Tabl e

The ANM ( Aut henti c Nei ghbours Menory) table resenbl es the nei ghbour
table defined in Section 3.2.3 of [BABEL]. Note that the term

"nei ghbour table" neans the nei ghbour table of the original Babel
specification, and term"ANM tabl e" neans the tabl e defined herein.

I ndexing of the ANMtable is done in exactly the sane way as i ndexing
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of the nei ghbour table, but purpose, field set and associ ated
procedures are different.

Conceptual purpose of the ANMtable is to provide a |onger term
replay attack protection, than it woul d be possible using the

nei ghbour table. Expiry of an inactive entry in the neighbour table
depends on the last received Hello Interval of the neighbour and
typically stands for tens to hundreds of seconds (see Appendi x A and
Appendi x B of [BABEL]). Expiry of an inactive entry in the ANMtable
depends only on the | ocal speaker’s configuration. The ANMtable
retains (for at |east the anmobunt of seconds set by ANM ti neout
paraneter defined in Section 3.7) a copy of TS/ PC nunber advertised
in authentic packets by each renote Babel speaker.

The ANM table is indexed by pairs of the form (Interface, Source).
Every table entry consists of the follow ng fields:

o Interface

An inplenmentation specific reference to the local node’s interface
that the authentic packet was received through.

0 Source

| Pv6 source address of the Babel speaker that the authentic packet
was received from

o LastTS

A 32-bit unsigned integer, the TS part of a renote TS/ PC nunber.
o LastPC

A 16-bit unsigned integer, the PC part of a renote TS/ PC nunber

Each ANM tabl e entry has an associated aging tinmer, which is reset by
t he receiving procedure (Section 5.4 item8). |If the tinmer expires,
the entry is deleted fromthe ANMt abl e.

An i npl enentati on SHOULD use a persistent menory (NVRAM to retain
the contents of ANMtable across restarts of the Babel speaker, but
only as long as both the Interface field reference and expiry of the
aging tinmer remain correct. An inplenentation MJUST make it clear, if
and how persistent nmenory is used for ANMtable. An inplenentation
SHOULD allow retrieving the current contents of ANMtable in runtine
t hrough conmon managenent interfaces such as CLI and SNWP. An

i npl enmentati on SHOULD provide a nean to renove sone or all ANMtable
entries in runtinme or by neans of Babel speaker restart.
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3.7. ANM Ti neout

ANM tinmeout is an unsigned integer paraneter. An inplenentation
SHOULD nake ANM tineout a per-interface paranmeter, but MAY make it
specific to the whole protocol instance. ANMtineout is conceptually
purposed for limting the maxi num age (in seconds) of entries in the
ANM t abl e standing for inactive Babel speakers. The maxi num age is
imredi ately related to replay attack protection strength. The
strongest protection is achieved with the maxi mum possi bl e val ue of
ANM ti nmeout set, but it may provide not the best overall result for
specific network segnents and inplenentations of this nechani sm

In the first turn, inplenmentations unable to maintain |ocal TS/ PC
nunber strictly increasing across Babel speaker restarts will reuse
advertised TS/ PC nunbers after each restart (see Section 5.1). The
nei ghbouri ng speakers will treat the new packets as replayed and
discard themuntil the aging tinmer of respective ANMtable entry
expires or the new TS/ PC nunber exceeds the one stored in the entry.

Anot her possi ble, but |ess probable case could be an environnment

i nvol vi ng physical noves of network interfaces hardware between
routers. Even performed without restarting Babel speakers, these
woul d cause random drops of the TS/ PC nunber advertised for a given
(Interface, Source) index, as viewed by nei ghbouring speakers, since
| Pv6 link-1ocal addresses are typically derived frominterface

har dwar e addr esses.

Assuming, that in such cases the operators would prefer using a | ower
ANM tineout value to let the entries expire on their own rather than
having to manually renmove them from ANM tabl e each tine, an

i mpl ementati on SHOULD set the default value of ANMtineout to a val ue
bet ween 30 and 300 seconds.

At the sanme time, network segments may exist with every Babel speaker
having its advertised TS/ PC nunber strictly increasing over the
deployed lifetinme. Assumng, that in such cases the operators would
prefer using a nmuch higher ANM tineout value, an inplenentation
SHOULD al | ow t he operator changing the value of ANMtinmeout in
runti me or by neans of Babel speaker restart. An inplenmentation MJST
all ow the operator discovering the effective value of ANMtineout in
runtime or fromthe system docunentation

3.8. Configured Security Associations
A Configured Security Association (CSA) is a data structure
conceptual | y purposed for associating authentication keys and hash

algorithns with Babel interfaces. Al CSAs are managed in ordered
lists, one list per each interface. Each interface’s list of CSAs is
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an integral part of the Babel speaker configuration. The default
state of an interface’s list of CSAs is enpty, which has a speci al
nmeani ng of no authentication configured for the interface. The
sending (Section 5.3 item 1) and the receiving (Section 5.4 item1)
procedures address this convention accordingly.

A single CSA structure consists of the follow ng fields:

o HashAl go

An inplenentation specific reference to one of the hash al gorithns
supported by this inplenentation (see Section 2.1).

o KeyChain

An ordered list of itens representing authentication keys, each
item being a structure consisting of the followi ng fields:

* Local Keyl D
An unsi gned i nt eger.
*  Aut hKeyCctets

A sequence of octets of an arbitrary, known |length to be used
as the authentication key.

* KeyStart Accept
The tinme that this Babel speaker will begin considering this
aut henti cation key for accepting packets wi th authentication
dat a.

* KeyStartCGenerate

The tinme that this Babel speaker will begin considering this
aut henti cati on key for generating packet authentication data.

*  KeySt opCenerate

The tinme that this Babel speaker will stop considering this
aut henti cati on key for generating packet authentication data.

*  KeySt opAccept

The tinme that this Babel speaker will stop considering this
aut henti cation key for accepting packets with authentication
dat a.
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It is possible for the KeyChain list to be enpty, although this is
not the intended way of CSAs use.

Since there is no Iimt inposed on nunber of CSAs per an interface,
but nunber of HMAC conputations per a sent/received packet is limted
(through MaxDi gestsQut and MaxDi gestslin respectively), only a
fraction of the associ ated keys and hash al gorithnms may appear used
in the process. Odering of itens within a list of CSAs and within a
KeyChain list is inportant to nmake associ ati on sel ecti on process
determi nistic and transparent. Once this ordering is determnistic
at Babel interface level, the internedi ate data derived by the
procedure defined in Section 5.2 will be determnistically ordered as
wel | .

An i npl enentati on SHOULD al |l ow an operator to set any arbitrary order
of items within a given interface’s |ist of CSAs and within the
KeyChain |ist of a given CSA. \Wenever this requirenment cannot be
met, the inplenentation MJST provide a nmean to di scover the actual
item order used. \Wichever order is used by an inplenentation, it
MUST be preserved across Babel speaker restarts.

3.9. Effective Security Associations

An Effective Security Association (ESA) is a data structure

i mredi ately used in sending (Section 5.3) and receiving (Section 5.4)
procedures. Its conceptual purpose is to establish a runtine
interface between those procedures and the deriving procedure defined
in Section 5.2. Al ESAs are managed in ordered, tenporary |ists,

whi ch are not intended for any persistent storage. |Item ordering
within a tenporary list of ESAs MJST be preserved as long as the I|i st
exi sts.

A single ESA structure consists of the follow ng fields:
o0 HashAl go

An inplementation specific reference to one of the hash al gorithns
supported by this inplenentation (see Section 2.1).

o KeylD
A 16-bit unsigned integer.
0 Aut hKeyCctets

A sequence of octets of an arbitrary, known length to be used as
t he aut hentication key.
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4. Updates to Protocol Encoding
4.1. Justification

Choi ce of encoding is very inportant in the long term Protocol
encodi ng defines possible options of authentication nechani sm design
and encodi ng, which in turn define options of future devel opnents of
t he protocol

Consi dering existing inplenmentati ons of Babel protocol instance
itself and rel ated nodul es of packet anal ysers, current encodi ng of
Babel allows for conpact and robust decoders. At the same tinme, this
encodi ng allows for future extensions of Babel by three (not

excl udi ng each other) principal neans defined by Section 4.2 and
Section 4.3 of [BABEL]:

a. A Babel packet consists of a four-octet header followed by a
packet body, that is, a sequence of TLVs (see Figure 2). Besides
t he header and the sequence, an actual Babel datagram nay have an
arbitrary anmount of trailing data between the end of the packet
body and the end of the datagram An instance of the original
protocol silently ignores such trailing data.

b. The sequence of TLVs uses a binary format allow ng for 256 TLV
types and inposing no requirenments on TLV ordering or nunber of
TLVs of a given type in a packet. Only TLV length matters within
t he sequence, TLV body contents is to be interpreted el sewhere.
This makes an iteration over the sequence possible w thout a
know edge of body structure of each TLV (wth the only
di stinction between a Padl TLV and any other TLVs). The original
specification allocates TLV types 0 through 10 and defines TLV
body structure for each. An instance of the original protocol
silently ignores any unknown TLV types.

c. Wthin each TLV of the sequence there may be sone "extra data"
after the "expected length”" of the TLV body. An instance of the
original protocol silently ignores any such extra data. Note
that any TLV types wi thout the expected | ength defined (such as
PadN TLV) cannot be extended with the extra data.

Consi dering each principal extension nean for the specific purpose of
addi ng authentication data itenms to each protocol packet, the
foll owm ng argunents can be nade

0 Use of the TLV extra data of sone existing TLV type would not be a

solution, since no particular TLV type is guaranteed to be present
in a Babel packet.
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0 Use of the TLV extra data could also conflict with future
devel opnents of the protocol encoding.

o Since the packet trailing data is currently unstructured, using it
woul d invol ve defining an encodi ng structure and associ at ed
procedures, adding to the conplexity of both specification and
i npl enentation and i ncreasing the exposure to protocol attacks
such as fuzzing.

o A naive use of the packet trailing data would nake it unavail abl e
to any future extension of Babel. Since this nmechanismis
possi bly not the |ast extension and since sonme other extensions
may al |l ow no ot her enbeddi ng neans except the packet trailing
data, the defined encoding structure would have to enabl e
mul ti pl exing of data itens belonging to different extensions.
Such a definition is out of scope of this work.

o Deprecating an extension (or only its protocol encoding) that uses
purely purpose-allocated TLVs is as sinple as deprecating the
TLVs.

0 Use of purpose-allocated TLVs is transparent to both the original
protocol and any its future extensions, regardless of the
enbeddi ng nean(s) used by the latter.

Considering all of the above, this mechani smneither uses the packet
trailing data nor uses the TLV extra data, but uses two new TLV
types: type 11 for a TS/ PC nunber and type 12 for a HVAC resul t.

Wth these additional two types the Babel TLV types nanespace appears
as follows:

+o e e - - o e e e e e e e e S +
| Val ue | Code | Reference |
e T - +
| O | Padl | [ BABEL] |
| 1 | PadN | [ BABEL] |
| 2 | Acknowl edgenent Request | [ BABEL] |
| 3 | Acknow edgenent | [ BABEL] |
| 4 | Hello | [ BABEL] |
| 5 | THU | [ BABEL] |
| 6 | Router-Id | [ BABEL] |
| 7 | Next Hop | [ BABEL] |
| 8 | Update | [ BABEL] |
| 9 | Route Request | [ BABEL] |
| 10 | Segno Request | [ BABEL] |
| 11 | TS/ PC | this docunent
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| 12 | HVAC | this docunent

4.2. TS/ PC TLV

The purpose of a TS/PC TLV is to store a single TS/ PC nunber. There
is normally exactly one TS/PC TLV in an aut henti cated Babel packet.
Any occurences of this TLV except the first are ignored.

0 1 2 3
01234567890123456789012345678901
B I I I S i i S S I R i i e S -
| Type = 11 | Lengt h | Packet Count er |
I i S I T T s S S O S I Tl st s O
| Ti mest anp |
I ik aie: ST S S I I i o ST I S S S I il st e S

Fi el ds:
Type Set to 11 to indicate a TS/ PC TLV.

Lengt h The |l ength of the body, exclusive of the Type and
Length fields.

Packet Count er A 16-bit unsigned integer in network byte order, the
PC part of a TS/ PC nunber stored in this TLV.

Ti mest anp A 32-bit unsigned integer in network byte order, the
TS part of a TS/ PC nunber stored in this TLV.

Note that ordering of PacketCounter and Tinestanp in TLV structure is
opposite to the ordering of TS and PCin "TS/PC' termand the 48-bit
equi val ent.

Considering the "expected |l ength" and the "extra data" in the
definition of Section 4.2 of [BABEL], the expected length of a TS/ PC
TLV body is unanbi guously defined as 6 octets. The receiving
procedure correctly processes any TS/PC TLV with body |ength not |ess
than the expected, ignoring any extra data (Section 5.4 itens 3 and
9). The sending procedure produces a TS/PC TLV with body | ength
equal to the expected and Length field set respectively (Section 5.3
item 3).

Future Babel extensions (such as sub-TLVs) MAY nodify the sending
procedure to include the extra data after the fixed-size TS/ PC TLV
body defined herein, making necessary adjustnents to Length TLV
field, "Body |Iength" packet header field and output buffer nmanagenent
explained in Section 6. 2.
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4.3. HWVAC TLV

The purpose of a HVAC TLV is to store a single HVAC result. To
assi st a receiver in reproducing the HVAC conput ation, Local Keyl D
nmodul o 27216 of the authentication key is also provided in the TLV.
There is normally at | east one HVAC TLV in an authenticated Babel
packet .

0 1 2 3
01234567890123456789012345678901

S e i i e e e e o S o SR SR B

| Type = 12 | Lengt h | Keyl D |

i S e i S T sl o S SR SR

| Di gest. ..

R e o ik sl T S S

Fi el ds:

Type Set to 12 to indicate a HVAC TLV.

Lengt h The |l ength of the body, exclusive of the Type and
Length fields.

Keyl D A 16-bit unsigned integer in network byte order.

Di gest A vari abl e-1 ength sequence of octets, that MJST be at

| east 16 octets | ong.

Considering the "expected |l ength" and the "extra data" in the
definition of Section 4.2 of [BABEL], the expected length of a HVAC
TLV body is not defined. The receiving procedure processes every
octet of the Digest field, deriving the field boundary fromthe
Length field value (Section 5.4 item6). The sending procedure
produces HVAC TLVs with Length field precisely sizing the Digest
field to match digest Iength of the hash algorithmused (Section 5.3
itenms 5 and 8).

HVAC TLV structure defined herein is final, future Babel extensions
MUST NOT extend it with any extra dat a.

5. Updates to Protocol Operation

5.1. Per-interface TS/ PC Nunber Updates
Local TS and Local PC i nterface-specific variables constitute the TS/ PC

nunber of a Babel interface. This nunber is advertised in the TS/ PC
TLV of authenticated Babel packets sent fromthat interface. There
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is only one property mandatory for the advertised TS/ PC nunber: its
48-bit equivalent MJUST be strictly increasing within the scope of a
given interface of a Babel speaker as |ong as the speaker is
continuously operating. This property conbined with ANMtabl es of
nei ghbouri ng Babel speakers provides themw th the nost basic replay
attack protection.

Initialization and increnent are two principal updates perforned on
an interface TS/PC nunber. The initialization is perforned when a
new i nterface becones a part of a Babel protocol instance. The
increnment is perfornmed by the sending procedure (Section 5.3 item 2)
before advertising the TS/ PC nunber in a TS/ PC TLV.

Dependi ng on particul ar inplenentation nmethod of these two updates

t he advertised TS/ PC nunber may possess additional properties

i mproving the replay attack protection strength. This includes, but
is not limted to the nethods bel ow.

a. The nost straightforward inplenentation woul d use Local TS as a
plain wap counter, defining the updates as foll ows:

initialization Set Local PCto 0, set Local TS to O.

i ncr ement I ncrenment Local PC by 1. |f Local PC wraps (OxFFFF
+ 1 = 0x0000), increnment Local TS by 1.

In this case advertised TS/ PC nunbers woul d be reused after each
Babel speaker restart, maki ng nei ghbouring speakers reject

aut henti cat ed packets until respective ANMtable entries expire
or the new TS/ PC nunber exceeds the old (see Section 3.6 and
Section 3.7).

b. A nore advanced inplenentation could make a use of any 32-bit
unsi gned integer timestanp (nunber of tine units since an
arbitrary epoch) such as the UNI X tinmestanp, whereas the
timestanp itself spans a reasonable tinme range and i s guaranteed
agai nst a decrease (such as one resulting fromnetwork tinme use).
The updates woul d be defined as foll ows:

initialization Set LocalPCto 0, set Local TS to O.

i ncr ement If the current tinmestanp is greater than Local TS,
set Local TS to the current tinestanp and Local PC
to O, then consider the update conplete.

O herwi se increnment Local PC by 1 and, if Local PC
wraps, increment Local TS by 1.

In this case the advertised TS/ PC nunber would remai n uni que
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across speaker’s deployed lifetine wthout the need for any
persistent storage. However, a suitable tinmestanp source is not
avai l able in every inplenentation case.

c. Another advanced inplenentation could use Local TS in a way
simlar to the "wap/boot counter" suggested in Section 4.1.1 of
[ OSPF3- AUTH], defining the updates as foll ows:

initialization Set LocalPCto 0. Wether there is a TS val ue
stored in NVRAM for the current interface, set
Local TS to that TS value, then increnent the
stored TS value by 1. Oherw se set Local TSto O
and set the stored TS value to 1.

i ncr enment Increment Local PC by 1. |If Local PC waps, set
Local TS to the TS value stored in NVRAM for the
current interface, then increnent the stored TS
val ue by 1.

In this case the advertised TS/ PC nunber woul d al so remai n uni que
across speaker’s deployed lifetine, relying on NVRAM for storing
mul ti ple TS nunbers, one per each interface.

As long as the TS/ PC nunber retains its nmandatory property stated
above, an inplenenter is free to decide, which TS/ PC updates

i npl enentation nethods are available to an operator and whether the
nmet hod can be configured per-interface and/or in runtinme. To enable
the optimal (see Section 3.7) nmanagenent of ANMtineout in a network
segnment, an inplenentation MJST all ow the operator discovering exact
matter of the TS/ PC update nethod effective for any interface, either
inruntime or fromthe system docunentation

Not e that w apping (OxFFFFFFFF + 1 = 0x00000000) of LastTS is

unli kely, but possible, causing the advertised TS/ PC nunber to be
reused. Resolving this situation requires replacing of al

aut henti cation keys of the involved interface. 1In addition to that,
if the wap was caused by a tinmestanp reaching its end of epoch,
using this nmechanismw || be inpossible for the involved interface
until some different tinmestanp or update inplenmentation nmethod is
used.

5.2. Deriving ESAs from CSAs

Nei t her receiving nor sending procedures work with the contents of
interface’s list of CSAs directly, both (Section 5.4 item4 and
Section 5.3 item 4 respectively) derive a list of ESAs fromthe |i st
of CSAs and use the derived |ist (see Figure 1). There are two nmain
goal s achi eved through this indirection:
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o Filtering of expired and duplicate security associations. This is
done earliest possible to keep subsequent procedures focused on
their respective tasks.

o Maintenance of particular sort order in the derived |ist of ESAs.
The sort order determnistically depends on the sort order of
interface’s list of CSAs and sort order of KeyChain itens of each
CSA. Particular correlation maintained by this procedure
i npl enents a concept of fair (independent of nunber of keys used
by each) conpetition between CSAs.

The deriving procedure uses the follow ng i nput argunents:
o input list of CSAs

o direction (sending or receivVving)

o current tinme (CT)

Processing of input argunents begins with an enpty ordered out put
list of ESAs and consists of the follow ng steps:

1. Mke a tenporary copy of the input |ist of CSAs.

2. Renove all expired keys fromthe copy, that is, any keys such
t hat :

* for receiving: KeyStartAccept is greater than CT or
KeySt opAccept is less than CT

* for sending: KeyStartCenerate is greater than CT or
KeySt opCGenerate is less than CT

Note well, that there are no special exceptions. Renove al
expired keys, even if there are no keys left after that (see
Section 7.4).

3. Renove all duplicate keys fromthe copy. A duplicate key (Kd)
within a list of CSAs is a key, for that another key (Ka) exists
within the sanme list of CSAs such that every statenent below is
true:

* HashAl go of the CSA containing Kd is equal to HashAl go of the
CSA cont ai ni ng Ka.

* Local Keyl D nodul o 2216 of Kd is equal to Local Keyl D nodul o
2716 of Ka
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* Aut hKeyCctets of Kd is equal to AuthKeyCctets of Ka
4. Use the copy to populate the output list of ESAs as foll ows:

1. \Wiether the KeyChain list of the first CSA contains at | east
one key, use its first key to produce an ESA with fields set
as foll ows:

HashAl go Set to HashAl go of the current CSA

Keyl D Set to Local Keyl D nodul o 2216 of the current
key of the current CSA

Aut hKeyCctets Set to Aut hKeyCctets of the current key of the
current CSA.

Append this ESA to the end of the output |ist.

2. \Wether the KeyChain |ist of the second CSA contains at | east
one key, use its first key the same way and so forth until
all first keys of the copy are processed.

3. Wiether the KeyChain list of the first CSA contains at | east
two keys, use its second key the sane way.

4. \Whether the KeyChain Iist of the second CSA contains at | east
two keys, use its second key the same way and so forth until
all second keys of the copy are processed.

5. And so forth until all keys of all CSAs of the copy are
processed, exactly one tine each.

The resulting list will contain zero or nore unique ESAs, ordered in
a way determnistically correlated with sort order of CSAs within the
original input list of CSAs and sort orders of keys within each
KeyChain list. This ordering maxi m zes the probability of having
equal anmpount of keys per original CSAin any Nfirst itens of the
resulting list. Possible optimzations of this deriving procedure
are outlined in Section 6. 3.

5.3. Updates to Packet Sendi ng

Performthe follow ng authentication-specific processing after the

i nstance of the original protocol considers an outgoi ng Babel packet
ready for sending, but before the packet is actually sent (see
Figure 1). After that send the packet regardless if the

aut henti cation-specific processing nodified the outgoing packet or
left it intact.
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1. If the current outgoing interface’s list of CSAs is enpty, finish
aut henti cati on-specific processing and consi der the packet ready
for sending.

2. Increnment TS/ PC nunber of the current outgoing interface as
explained in Section 5.1.

3. Append a TS/PC TLV to the packet’s sequence of TLVs with fields
set as foll ows:

Type Set to 11
Lengt h Set to 6.

Packet Count er Set to the current value of Local PC vari abl e of
the current outgoing interface.

Ti mest anp Set to the current value of Local TS vari abl e of
the current outgoing interface.

Note that the current step may involve byte order conversion

4. Derive a list of ESAs using procedure defined in Section 5.2 with
the current interface’s list of CSAs as the input |ist of CSAs,
current tinme as CT and "sending"” as the direction. Note that
both the input list of CSAs and the derived |ist of ESAs are
sorted. Proceed to the next step even if the derived list is

enpty.

5. Iterate over the derived list using its sort order. For each ESA
append a HVAC TLV to the end of the packet’'s sequence of TLVs
with fields set as foll ows:

Type Set to 12.

Lengt h Set to 2 plus digest |length of HashAl go of the current
ESA.

Keyl D Set to Keyl D of the current ESA

Di gest Size exactly to the digest |length of HashAl go of the
current ESA. Set the first 16 octets to the source |Pv6
address of the current packet (see Section 6.1) and any
subsequent octets to Ox00 (see Figure 3).

As soon as there are MaxDi gestsQut HMAC TLVs appended to the
current packet, imedi ately proceed to the next step.
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Note that the current step may involve byte order conversion.

6. Update "Body length" field of the current packet header to
include the total |length of TS/ PC and HVAC TLVs added to the
current packet so far.

Note that the current step may involve byte order conversion.
7. Make a tenporary copy of the current packet.

8. Iterate over the derived |list again, using the sane very order
and anount of itenms. For each ESA (and respectively for each
HVAC TLV recently added to the current packet) conmpute a HVAC
result (see Section 2.4) using the tenporary copy (not the
ori ginal packet) as Text, HashAl go of the current ESA as H, and
Aut hKeyCctets of the current ESA as K. Wite the HVAC result to
the Digest field of the current HVAC TLV (see Figure 4) of the
current packet (not the copy).

9. Since this point, allow no nore changes to the current packet and
consider it ready for sending.

Note that even if the derived |list of ESAs is enpty, the packet is
sent anyway with only a TS/ PC TLV appended to its sequence of TLVs.

Al t hough such a packet is not authenticated, presence of a sole TS/ PC
TLV indi cates authentication keys exhaustion to operators of

nei ghbouri ng Babel speakers. See also Section 7.4.

5.4. Updates to Packet Receiving

Performthe follow ng authentication-specific processing after an

i ncom ng Babel packet is received fromlocal |IPv6 stack, but before
it is processed by the Babel protocol instance (see Figure 1). The
final action conceptually depends not only upon the result of the

aut henti cation-specific processing, but also on the current val ue of
RxAut hRequi red paranmeter. |Imrediately after any processing step

bel ow accepts or refuses the packet, either deliver the packet to the
i nstance of the original protocol (when the packet is accepted or
RxAut hRequired is FALSE) or discard it (when the packet is refused
and RxAut hRequired is TRUE)

1. If the current incomng interface’s list of CSAs is enpty,
accept the packet.

2. If the current packet does not contain a TS/PC TLV, refuse it.

3. Performa |l ookup in the ANMtable for an entry having Interface

equal to the current incomng interface and Source equal to the
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source address of the current packet. |[If such an entry exists,
conpare its LastTS and LastPC field values with Tinmestanp and
Packet Count er val ues respectively of the first TS/PC TLV of the
packet. That is, refuse the packet, if at |east one of the
followng two conditions is true:

* Timestanp is less than LastTS

* Timestanp is equal to LastTS and Packet Counter is not greater
t han Last PC

Note that the current step may involve byte order conversion.

4. Derive a |list of ESAs using procedure defined in Section 5.2
with the current interface’s list of CSAs as the input |ist of
CSAs, current tine as CT and "receiving" as the direction. |If
the derived list is enpty, refuse the packet.

5. Make a tenporary copy of the current packet.

6. For every HVMAC TLV present in the tenporary copy (not the
original packet) pad all octets of its Digest field using the
source | Pv6 address of the current packet to set the first 16
octets and 0Ox00 to set any subsequent octets (see Figure 3).

7. Iterate over all HVAC TLVs of the original input packet (not the
copy) using their order of appearance in the packet. For each
HVAC TLV |l ook up all ESAs in the derived list such that 2 plus
di gest | ength of HashAlgo of the ESA is equal to Length of the
TLV and Keyl D of the ESA is equal to value of KeylD of the TLV.
Iterate over these ESAs in the order of their appearance on the
full list of ESAs. Note that nesting the iterations the
opposite way (over ESAs, then over HVAC TLVs) is wrong.

For each of these ESAs conmpute a HVAC result (see Section 2.4)
using the tenporary copy (not the original packet) as Text,
HashAl go of the current ESA as H and Aut hKeyCctets of the
current ESA as K. If the current HVAC result exactly matches the
contents of Digest field of the current HVAC TLV, inmediately
proceed to the next step. OQherwi se, if nunmber of HVAC

conput ations done for the current packet is equal to

MaxDi gestsln, inmediately proceed to the next step. O herw se
follow the normal order of iterations.

Note that the current step may involve byte order conversion

8. If none of the HVAC results conputed during the previous step
mat ched, refuse the input packet.
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9. Modi fy the ANMtable, using the sanme index as for the entry
| ookup above, to contain an entry with LastTS set to the val ue
of Tinmestanp and Last PC set to the val ue of Packet Counter fields
of the first TS/PC TLV of the current packet. That is, either
add a new ANM tabl e entry or update the existing one, according
to the result of the entry | ookup above. Reset the entry’'s
aging tinmer to the current value of ANM ti meout.

Note that the current step may involve byte order conversion

10. Accept the input packet.
Not e that RxAuthRequired affects only the final action, but not the
defined flow of authentication-specific processing. The purpose of
this is to preserve authentication-specific processing feedback (such
as | og nessages and event counters updates) even w th RxAut hRequired
set to FALSE. This allows an operator to predict the effect of
changi ng RxAut hRequired from FALSE to TRUE during a mgration
scenario (Section 7.3) inplenentation.

5.5. Authentication-specific Statistics Mintenance
A Babel speaker inplenenting this mechani sm SHOULD nai ntain a set of
counters for the follow ng events, per protocol instance and per each
i nterface:

o Sending of an unauthenticated Babel packet through an interface
having an enpty |ist of CSAs.

o Sending of an unauthenticated Babel packet wth a TS/ PC TLV but
wi t hout any HVAC TLVs due to an enpty |ist of ESAs.

o Sending of an authenticated Babel packet containing both TS/ PC and
HVAC TLVs.

o Accepting of a Babel packet received through an interface having
an enpty list of CSAs.

o Refusing of a received Babel packet due to an enpty |ist of ESAs.
0 Refusing of a received Babel packet m ssing any TS/ PC TLVs.

o0 Refusing of a received Babel packet due to the first TS/ PC TLV
failing the ANMtabl e check

o Refusing of a received Babel packet m ssing any HVAC TLVs.
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o0 Refusing of a received Babel packet due to none of the processed
HVAC TLVs passing the ESA check.

o Accepting of a received Babel packet having both TS/ PC and HVAC
TLVs.

o Delivery of a refused packet to the instance of the original
protocol due to RxAut hRequired paraneter set to FALSE.

Note that terns "accepting"” and "refusing"” are used in the sense of
the receiving procedure, that is, "accepting" does not nean a packet
delivered to the instance of the original protocol purely because of
RxAut hRequi red paraneter set to FALSE. Event counters readings
SHOULD be available in runtinme through comon nmanagenent interfaces
such as CLI and SNWP.

6. Inplenmentation Notes
6.1. [|Pv6 Source Address Selection for Sending

Section 3.1 of [BABEL] defines, that Babel datagranms are exchanged
using IPv6 link-local address as source address. This inplies having
at | east one such address assigned to an interface participating in

t he exchange. Wen the interface has nore than one |ink-1|ocal

addr esses assi gned, selection of one particular link-Iocal address as
packet source address is left up to the local IPv6 stack, since this
choice is not neaningful in the scope of the original protocol.
However, the sending procedure defined in Section 5.3 requires exact
know edge of packet source address for proper paddi ng of HVAC TLVs.

As long as a Babel interface has nore than one |IPv6 |ink-I|ocal

addr esses assi gned, the Babel speaker SHOULD internally choose one
particul ar |ink-l1ocal address for Babel packet sending purposes and
make this choice to both the sending procedure and | ocal |Pv6 stack
(see Figure 1). \Wherever this requirenment cannot be net, this
[imtation MIST be clearly stated in the system docunentation to
all ow an operator to plan |IPv6 address managenent accordi ngly.

6.2. CQutput Buffer Managenent
An instance of the original protocol buffers produced TLVs until the
buffer becones full or a delay tinmer has expired or an urgent TLV is
produced. This is perforned i ndependently for each Babel interface
wi th each buffer sized according to the interface MIU (see Sections
3.1 and 4 of [BABEL]).

Since TS/ PC and HVAC TLVs and any other TLVs, in the first place
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those of the original protocol, share the sanme packet space (see
Figure 2) and respectively the sane buffer space, a particular
portion of each interface buffer needs to be reserved for 1 TS/ PC TLV
and up to MaxDi gestsQut HVMAC TLVs. Amount (R) of this reserved
buffer space is calculated as foll ows:

R =St + MaxDigestsQut * Sh =
= 8 + MaxDigestsQut * (4 + Lnmax)
St Is the size of a TS/ PC TLV.
Sh Is the size of a HVAC TLV.
Lmax I's the maxi num digest length in octets possible for a
particular interface. It SHOULD be cal cul ated based on

particular interface’s list of CSAs, but MAY be taken as the
maxi mum di gest | ength supported by particul ar inplenentation.

An inplenmentation allowing for per-interface val ue of MaxDi gest sQut
paranmeter has to account for different value of R across different

i nterfaces, even having the same MIU. An inplenentation allow ng for
runti me change of MaxDi gestsQut paraneter value has to take care of
the TLVs already buffered by the tine of the change, especially when
t he change i ncreases the value of R

The maxi num saf e val ue of MaxDi gestsQut paraneter depends on
interface MIU and nmaxi num di gest | ength used. In general, at |east
200- 300 octets of a Babel packet should be always available to data
ot her than TS/ PC and HVAC TLVs. An inplenentation follow ng the
requi renents of Section 4 of [BABEL] woul d send packets sized 512
octets or larger. |If, for exanple, the maxi mum digest length is 64
octets and MaxDi gestsQut value is 4, the value of R would be 280,

| eaving less than a half of a 512-octet packet for any other TLVs.
As long as interface MIU is larger or digest length is smaller,

hi gher val ues of MaxDi gestsQut can be used safely.

6.3. Optimzations of ESAs Deriving

The foll ow ng optim zations of the ESAs deriving procedure can reduce
anount of CPU tine consumed by aut hentication-specific processing,
preserving i nplenentation’ s effective behaviour.

a. The nost straightforward inplenentation would treat the deriving
procedure as a per-packet action. But since the procedure is
deterministic (its output depends on its input only), it is
possible to significantly reduce the nunber of tines the
procedure is perforned.
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The procedure woul d obviously return the sane result for the sane
i nput argunents (list of CSAs, direction, CT) values. However,

it is possible to predict, when the result will remain the sane
even for a different input. That is, when the input |ist of CSAs
and the direction both remain the sanme but CT changes, the result
will remain the same as long as CI's order on the tine axis
(relative to all critical points of the |ist of CSAs) remains
unchanged. Here, the critical points are KeyStartAccept and

Key St opAccept (for the "receiving"” direction) and
KeySt art Generate and KeyStopGenerate (for the "sendi ng”
direction) of all keys of all CSAs of the input list. In other
words, in this case the result will remain the sanme as |ong as
bot h none of the active keys expire and none of the inactive keys
enter into operation.

An i nplenentation optimzed this way woul d performthe full
deriving procedure for a given (interface, direction) pair only
after an operator’s change to the interface’s list of CSAs or
after reaching one of the critical points nmentioned above.

b. Considering, that the sending procedure iterates over at nost
MaxDi gestsQut itens of the ordered |ist of derived ESAs
(Section 5.3 item5), thereis |little sense in the case of
"sending" direction in appending ESA itens to the end of the
output list once the list already contains MaxDi gestsQut nunber
of itens. Note that a simlar optimzation is inpossible in the
case of "receiving" direction, since nunber of ESAs actually used
in exam ning a particular packet cannot be determ ned in advance.

6.4. Internal Representation of CSAs

Note that the KeyChain list of the CSA structure is a direct

equi val ent of the "key chain" syntax item of sone existing router
configuration | anguages. Whereas an inplenentation already
inplements this syntax item it is suggested to reuse it, that is, to
i npl ement a CSA syntax itemreferring to a key chain iteminstead of
rei npl enenting the latter in full.

7. Network Managenent Aspects

7.1. Backward Conpatibility
Support of this nmechanismis optional, it does not change the default
behavi our of a Babel speaker and causes no conpatibility issues with
speakers properly inplenenting the original Babel specification.

G ven two Babel speakers, one inplenenting this nmechani sm and
configured for authenticated exchange (A) and anot her not not
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i nplenenting it (B), these would not distribute routing information
uni -directionally or forma routing |oop or experience other protocol
| ogi c issues specific purely to the use of this nmechani sm

Babel design requires a bi-directional neighbour reachability
condi ti on between two given speakers for a successful exchange of
routing information. Apparently, in the case above nei ghbour
reachability would be uni-directional. Presence of TS/ PC and HVAC
TLVs in Babel packets sent by A would be transparent to B. But | ack
of authentication data in Babel packets send by B woul d nake them
effectively invisible to the instance of the original protocol of A
Uni -directional links are not specific to use of this nmechanism they
naturally exist on their own and are properly detected and avoi ded by
the original protocol (see Section 3.4.2 of [BABEL]).

7. 2. Mul ti - Domai n Aut henti cati on

The receiving procedure treats a packet as authentic as soon as one
of its HVAC TLVs passes the check against the list of ESAs. This
all ows for packet exchange authenticated with nultiple (hash

al gorithm authentication key) pairs simltaneously, in conbinations
as arbitrary as permtted by MaxDi gestsln and MaxDi gest sQut.

For exanpl e, consider three Babel speakers wth one interface each,
configured with the foll ow ng CSAs:

o speaker A (hash algorithmHl; key SK1), (hash algorithmHl; key
SK2)

o speaker B: (hash algorithmHl; key SK1)

o speaker C (hash algorithm Hl; key SK2)

Packets sent by A would contain 2 HVAC TLVs each, packets sent by B
and C would contain 1 HVAC TLV each. A and B would authenticate the
exchange between thensel ves using HL and SK1; A and C would use Hl
and SK2; B and C woul d discard each other’s packets.

Consider a simlar set of speakers configured with different CSAs:

o speaker D:. (hash algorithm H2; key SK3), (hash algorithm H3; key
SK4)

o speaker E: (hash algorithm H2; key SK3), (hash algorithm H4, keys
SK5 and SK6)

o speaker F. (hash algorithm H3; keys SK4 and SK7), (hash al gorithm
H5, key SK8)
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Packets sent by D would contain 2 HVAC TLVs each, packets sent by E
and F would contain 3 HVAC TLVs each. D and E would authenticate the
exchange between thensel ves using H2 and SK3; D and F woul d use H3
and SK4; E and F would discard each other’s packets. The

si mul taneous use of H4, SK5, and SK6 by E, as well as use of SK7, H5,
and SK8 by F (for their own purposes) would remain insignificant to
A

An operator inplenenting a nmulti-domain authentication should keep in
m nd, that val ues of MaxDi gestsin and MaxDi gestsQut may be different
both within the sane Babel speaker and across different speakers.
Since the m ni num val ue of both paraneters is 2 (see Section 3.4 and
Section 3.5), when nore than 2 authentication domains are configured
simul taneously, it is advised to confirmthat every involved speaker
can handl e sufficient nunber of HVAC results for both sending and
recei ving.

The recommended net hod of Babel speaker configuration for multi-
domai n aut hentication is not only using a different authentication
key for each domain, but also using a separate CSA for each domain,
even when hash algorithns are the sane. This allows for fair
conpetition between CSAs and sonetinmes limts consequences of a
possi bl e m sconfiguration to the scope of one CSA. See also item(e)
of Section 8.

7.3. Maqgration

It is common in practice to consider a mgration to authenticated
exchange of routing information only after the network has al ready
been depl oyed and put to an active use. Performng the mgration in
a way wi thout regular traffic interruption is typically demanded, and
this specification allows for such a snoboth mgration using the

RxAut hRequi red interface paraneter defined in Section 3.1. This
neasure is simlar to the "transition node" suggested in Section 5 of
[ OSPF3- AUTH|

An operator performng the mgration needs to arrange configuration
changes as foll ows:

1. Decide on particular hash algorithm(s) and key(s) to be used.

2. ldentify all speakers and their involved interfaces that need to
be m grated to authenticated exchange.

3. For each of the speakers and the interfaces to be reconfigured

first set RxAuthRequired parameter to FALSE, then configure
necessary CSA(S).

Ovsi enko Expi res February 21, 2013 [ Page 30]



I nternet-Draft Babel HVAC Crypt ographi c Authentication August 2012

4. Exam ne the speakers to confirm that Babel packets are
successfully authenticated according to the configuration
(supposedly, through exam ning ANMtable entries and
aut henti cation-specific statistics, see Figure 1)), and address
any di screpanci es before proceeding further.

5. For each of the speakers and the reconfigured interfaces set
RxAut hRequi red paraneter to TRUE

Li kewi se, tenporarily setting RxAuthRequired to FALSE can be used to
m grate snoothly from authenticated packet exchange back to
unaut henti cat ed one.

7.4. Handling of Authentication Keys Exhaustion

This specification enploys a cormon concept of multiple authenticaion
keys co-existing for a given interface, with two i ndependent |ifetine
ranges associated with each key (one for sending and anot her for
receiving). It is typically recommended to configure the keys using
finite lifetinmes, adding new keys before the old keys expire.

However, it is obviously possible for all keys to expire for a given
interface (for sending or receiving or both). Possible ways of
addressing this situation raise their own concerns:

0 Automatic switching to unauthenticated protocol exchange. This
behavi our invalidates the initial purposes of authentication and
is comonly viewed as "unacceptable"” ([RI P2-AUTH Section 5.1,
[ OSPF2- AUTH] Section 3.2, [OSPF3-AUTH Section 3).

o0 Stopping routing information exchange over the interface. This
behaviour is likely to inpact regular traffic routing and is
commonly viewed as "not advisable" (ibid.).

o0 Use of the "nost recently expired" key over its intended lifetine
range. This behaviour is comonly recommended for inplenentation
(i1bid.), although it may becone a problemdue to an offline
cryptographic attack (see item(e) of Section 8) or a conprom se

of the key. In addition, telling a recently expired key froma
key never ever been in a use nmay be inpossible after a router
restart.

Design of this nechani sm prevents the autonmatic switching to

unaut henti cated exchange and is consistent with simlar

aut henti cation nmechanisns in this regard. But since the best choice
bet ween two ot her options depends on local site policy, this decision
is left up to the operator rather than the inplenmenter (in a way
resenbling the "fail secure" configuration knob described in Section
5.1 of [RIP2-AUTH]).
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Al t hough the deriving procedure does not allow for any exceptions in
expired keys filtering (Section 5.2 item2), the operator can
trivially enforce one of the two remai ni ng behavi our options through
| ocal key managenent procedures. |In particular, when using the key
over its intended lifetine is nore preferred than regular traffic

di sruption, the operator would explicitly I eave the old key expiry
time open until the new key is added to the router configuration. In
t he opposite case the operator would al ways configure the old key
with a finite lifetime and bear associated ri sks.

8. Security Considerations

Use of this mechanisminplies requirenents cormmon to a use of shared
aut henti cati on keys, including, but not limted to:

o holding the keys secret,

o including sufficient anount of randombits into each key,
o rekeying on a regular basis, and

0 never reusing a used key for a different purpose

That said, proper design and inplenentation of a key managenent
policy is out of scope of this work. Many publications on this
subj ect exist and should be used for this purpose.

Considering particular attacks being in-scope or out of scope on one
hand and neasures taken to protect against particular in-scope
attacks on the other, the original Babel protocol and this

aut henti cati on mechanismare in line with simlar datagram based
routing protocols and their respective mechanisns. |In particular,
the primary concerns addressed are:

a. Peer Entity Authentication

Babel speaker authentication nechani smdefined herein is believed
to be as strong as is the class itself that it belongs to. This
specification is built on the fundanmental concepts inplenented
for authentication of simlar routing protocols: per-packet

aut henti cation, use of HMAC construct, use of shared keys.

Al t hough this design approach does not address all possible
concerns, it is so far known to be sufficient for nost practical
cases.
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b. Data Integrity

Meani ngful parts of a Babel datagram are the contents of the
Babel packet (in the definition of Section 4.2 of [BABEL]) and

| Pv6 source address of the datagram (ibid. Section 3.5.3). This
mechani sm aut henti cates both parts using a HVAC construct, so

t hat maki ng any neani ngful change to an authenticated packet
after it has been emtted by the sender should be as hard as
attacking the hash algorithmitself or successfully recovering

t he authentication key.

Note well, that any trailing data of the Babel datagramis not
meani ngful in the scope of the original specification and does
not belong to the Babel packet. Integrity of the trailing data

is respectively not protected by this nechanism At the sane
time, although any TLV extra data is also not meaningful in the
sane scope, its integrity is protected, since this extra data is
a part of the Babel packet (see Figure 2).

c. Replay Attacks

This specification establishes a basic replay protection nmeasure
(see Section 3.6), defines a tineout paraneter affecting its
strength (see Section 3.7), and outlines inplenmentation nethods
al so affecting protection strength in several ways (see

Section 5.1). Inplementer’s choice of the tineout val ue and
particul ar inplenentation methods may be suboptimal due to, for
exanpl e, insufficient hardware resources of the Babel speaker.
Furthernore, it may be possible, that an operator configures the
ti meout and the nmethods to address particular |ocal specifics and
this further weakens the protection. An operator concerned about
replay attack protection strength shoul d understand these factors
and their neaning in a given netwrk segnent.

d. Deni al of Service

Proper deploy of this nechanismin a Babel network significantly
increases the efforts required for an attacker to feed arbitrary
Babel PDUs into protocol exchange (with an intent of attacking a
particul ar Babel speaker or disrupting exchange of regul ar
traffic in a routing domain). It also protects the nei ghbour
table frombeing flooded with forged speaker entries.

At the sane time, this protection conmes for a price of CPU tine
bei ng spent on HVAC conputations. This may be a concern for | ow
per formance CPUs comnbi ned with hi gh-speed interfaces, as
sonetinmes is seen in enbedded systens and hardware routers. The
MaxDi gest sl n paranmeter, which is purposed to limt the maxi num
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anmount of CPU tinme spent on a single received Babel packet,
addresses this concern to sonme extent.

The foll owi ng in-scope concerns are not addressed:
e. Ofline Cryptographic Attacks

This mechanismis an obvious subject to offline cryptographic
attacks. As soon as an attacker has obtained a copy of an

aut henti cat ed Babel packet of interest (which gets easier to do
in wireless networks), he has got all the paraneters of the

aut henti cation-specific processing perforned by the sender,

except authentication key(s) and choice of particul ar hash
algorithn(s). Since digest |engths of comon hash algorithnms are
wel | - known and can be matched with those seen in the packet,
conplexity of this attack is essentially that of the

aut henti cation key attack.

Vi ewi ng cryptographic strength of particular hash algorithns as a
concern of its own, the main practical neans of resisting offline
cryptographi c attacks on this nmechani smare periodic rekeying and
use of strong keys with sufficient anobunt of random bits.

It is inportant to understand, that in the case of nultiple keys
being used within single interface (for a nulti-domain

aut hentication or during a key rollover) strength of the conbi ned
configuration would be that of the weakest key, since only one
successful HVAC test is required for an authentic packet.
Operators concerned about offline cryptographic attacks should
enforce the sane strength policy for all keys used for a given

i nterface.

Not e that a special pathological case is possible with this
mechani sm  Whenever two or nore authentication keys are
configured for a given interface such that all keys share the
sane Aut hKeyCctets and the sane HashAl go, but Local Keyl D nodul o
2"16 is different for each key, these keys will not be treated as
duplicate (Section 5.2 item3), but a HVAC result conputed for a
gi ven packet will be the sane for each of these keys. 1In the
case of sending procedure this can produce nultiple HVAC TLVs
wth exactly the sane value of the Digest field, but different
value of KeylD field. 1In this case the attacker will see that

t he keys are the sane, even w thout the knowl edge of the key
itself. Reuse of authentication keys is not the intended use
case of this mechani smand shoul d be strongly avoi ded.
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f. Non-repudi ation

This specification relies on a use of shared keys. There is no
ti mestanp infrastructure and no key revocati on nechani sm defi ned
to address a shared key conprom se. Establishing the tine that a
particul ar authentic Babel packet was generated is thus not

possi ble. Proving, that a particul ar Babel speaker had actually
sent a given authentic packet is also inpossible as soon as the
shared key is clainmed conprom sed. Even with the shared key not
bei ng conprom sed, reliably identifying the speaker that had
actually sent a given authentic Babel packet is not possible any
better than proving the speaker to belong to the group sharing
the key (any of the speakers sharing a key can inpose any ot her
speaker sharing the sane key).

g. Confidentiality Violations

The origi nal Babel protocol does not encrypt any of the
information contained in its packets. Contents of a Babel packet
is trivial to decode, revealing network topology details. This
mechani sm does not inprove this situation in any way. Since
routing protocol messages are not the only kind of informtion
subject to confidentiality concerns, a conplete solution to this
problemis likely to include nmeasures based on the channel
security nodel, such as |IPSec and WPA2 at the tine of this
writing.

h. Key Managenent

Any aut hentication key exchange/di stribution concerns are |eft
out of scope. However, the internal representation of

aut henti cati on keys (see Section 3.8) allows for diverse key
managenent neans, manual configuration in the first place.

i. Message Del etion

Any nessage deletion attacks are |eft out of scope. Since a

dat agram del eted by an attacker cannot be distinguished froma
datagram naturally lost in transm ssion and since datagram based
routing protocols are designed to withstand a certain |oss of
packets, the currently established practice is treating

aut hentication purely as a per-packet function w thout any added
detection of |ost packets.
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9.

10.

11.

11.

| ANA Consi derations
[ RFC Editor: please do not renobve this section.]

At the tinme of this publication Babel TLV Types nanespace did not
have an I ANA registry. TLV types 11 and 12 were assigned to the
TS/ PC and HVAC TLV types by Juliusz Chroboczek, designer of the
original Babel protocol. Therefore, this docunent has no | ANA
actions.
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Figure 1. Interaction D agram
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The di agram bel ow depicts structure of two Babel datagrans. The |eft
dat agram cont ai ns an unaut henti cat ed Babel packet and an opti onal
trailing data block. The right datagram besides these, contains

aut henti cati on-specific TLVs in the Babel packet body.

. + m-mmmes emeaaa- . +
| Babel packet | A A | Babel packet

| header | | | | header |

o e e e + -- | | TSy +
| ot her TLV | ~ | | N ot her TLV

Fmmm e e e e + | | | | +-----meme - +

| ot her TLV | | | P | | | ot her TLV |

oo - + | | | [ +

| (...) | | B | I | | ...) |

o e e e + | | | [ +
| ot her TLV | | | P | | | ot her TLV

Fmmm e e e e + | | | | +-----meme - +
| ot her TLV | v v | B | ot her TLV

oo - e | [ +

| optional trailing | | | | TS/ PC TLV |

| data bl ock | | | +----mee e +

R T + | | | HVAC TLV |

| | +-----meme - +

| | | C...) |

| [ +

P: Babel packet v v | HVAC TLV |

B: Babel packet body ------- R L +

| optional trailing |

| data bl ock |

N +

Fi gure 2: Babel Datagram Structure
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The di agram bel ow depicts a sanple HVAC TLV corresponding to a hash
algorithmw th digest length of 20 octets (such as RI PEMD-160). Its
Digest field is fully padded using | Pv6 address
fe80::0all:96ff:felc:10c8 for the first 16 octets and 0x00 for the
subsequent octets.

0 1 2 3
01234567890123456789012345678901
B T i S S S T i S T ik ik s i S S S S
| Type = 12 | Length = 22 | Keyl D = 12345 |
+- T S T i S e S S i Sk N e
| st = OxFE 80 00 00 |
+- T i S T i S S T S S S
| 00 00 00 00 |
B I S I T i ai S i i S S
|
+
|
+
|
+

+Q+

- +-
i ge
- -

0A 11 96 FF |
o e o o o o e o o o o o o o o o e o e o o o o o e e e e e o o
FE 1C 10 C8 |
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e+
00 00 00 00 |
s o de e e e e Fe e e e e Ao e e e e Fe e e e e e e e Fe e e e e e e+

Figure 3. A Padded HVAC TLV

The di agram bel ow depicts the sane HVAC TLV with all 20 octets of a
sanmple HVAC result witten to the D gest field.
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01234567890123456789012345678901

T R e m i i S o S i i I NI
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Figure 4. A HVAC TLV with a HVAC Resul t
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Aut hor’ s Address

Deni s Ovsi enko
Yandex

16, Leo Tol stoy St.
Moscow, 119021
Russi a

Emai | : infrastati on@andex.ru
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