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Abstract

This draft defines a Managenment |nformation Base (M B) nodul e which
contai ns Textual Conventions to represent commonly used Bidirectional
Forwar di ng Detection (BFD) nanagenent information. The intent is
that these TEXTUAL CONVENTIONS (TCs) will be inported and used in BFD
rel ated M B nodul es that woul d otherw se define their own
representations.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 20, 2013.
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Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

The I nternet-Standard Managenent Franewor k
Introduction . . . . . . . . . . . . . .
BFD Textual Conventions M B Definitions .
Security Consi derations .
| ANA Consi derations .
.  References e

6.1. Normative References

6.2. Informative References
Appendi x A.  Acknow edgnent s

oUrwNE
QO ~NwWwMNND

1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet-Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. I ntroducti on
Thi s document defines a M B nmodul e whi ch contai ns Textual Conventions
for Bidirectional Forwarding Detection (BFD) protocols. These

Text ual Conventions should be inported by M B nodul es whi ch nmanage
BFD protocol s.
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For an introduction to the concepts of BFD, see [ RFC5880], [RFC5881]
and [ RFC5883] .

3. BFD Textual Conventions M B Definitions

BFD-TC-STD-M B DEFINI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, m b-2, Unsi gned32
FROM SNWPv2- SM -- [ RFC2578]

TEXTUAL- CONVENTI ON
FROM SNVPv2- TC; - - [RFC2579]

bf dTCSt dM b MODULE- | DENTI TY
LAST- UPDATED "201306191200Z" -- 19 June 2013 12:00: 00 EST
ORGANI ZATI ON "I ETF Bidirectional Forwardi ng Detection
Wor ki ng G oup”
CONTACT- | NFO
"Thomas D. Nadeau
Juni per Networks

Enai | : tnadeau@ uci dvi si on. com
Zafar Ali
Ci sco Systenms, Inc.
Email: zali @i sco.com
Nobo Akiya
Ci sco Systens, Inc.
Emai |l : nobo@i sco. comt
DESCRI PTI ON

"This M B nodul e defi nes TEXTUAL- CONVENTI ONs for concepts
used in Bidirectional Forwarding Detection (BFD)

prot ocol s. "
REVI SI ON "201306191200Z" -- 19 June 2013 12:00: 00 EST
DESCRI PTI ON
“Initial version. Published as RFC xxxx."
-- RFC Ed.: RFC-editor pls fill in xxxx

o= { mb-2 XXX}
-- RFC Ed.: assigned by I ANA, see section 5 for details

Bf dSessl ndexTC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT " d"

STATUS current

DESCRI PTI ON

“An index used to uniquely identify BFD sessions."
SYNTAX Unsi gned32 (1..4294967295)
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Bf dl nt erval TC :: = TEXTUAL- CONVENTI ON
DI SPLAY-H NT "d"

STATUS current

DESCRI PTI ON

"The BFD i nterval in mcroseconds."”
SYNTAX Unsi gned32 (0..4294967295)

Bf dMul tiplierTC ::= TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"

STATUS current

DESCRI PTI ON

"The BFD failure detection nultiplier."
SYNTAX Unsi gned32 (1..255)

Bf dDi agTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A common BFD di agnostic code. "
SYNTAX | NTEGER {

noDi agnostic(0),

control Det ecti onTi meExpi red(1),

echoFuncti onFai | ed( 2),

nei ghbor Si gnal edSessi onDown( 3) ,

f or war di ngPl aneReset (4),

pat hDown(5),

concat enat edPat hDown( 6) ,

adm ni strativel yDown(7),

r ever seConcat enat edPat hDown( 8)

}
Bf dSessTypeTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"BFD session type"
REFERENCE
"Katz, D. and D. Ward, Bidirectional Forwarding
Detection (BFD), RFC 5880, June 2010.
Katz, D. and D. Ward, Bidirectional Forwarding
Detection (BFD) for IPv4 and | Pv6 (Single Hop),
RFC 5881, June 2010.
Katz, D. and D. Ward, Bidirectional Forwarding
Detection (BFD) for Miltihop Paths, RFC 5883,
June 2010."
SYNTAX | NTEGER {
si ngl eHop(1),

mul ti HopTotal | yArbi traryPat hs(2),
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mul ti HopQut OF BandSi gnal i ng(3),
mul ti HopUni di recti onal Li nks(4),
mul ti Poi nt Head(5),
nmul ti Poi nt Tai | (6)

}

Bf dSessOper MbdeTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"BFD sessi on operating node"
REFERENCE
"Katz, D. and D. Ward, "Bidirectional Forwarding
Detection (BFD)", RFC 5880, June 2010."
SYNTAX | NTEGER {
asyncModeWechoFunction(1),
asynchMbdeWOEchoFuncti on(2),
demandMbdeWEchoFunct i on( 3),
demandMbdeWOEchoFunct i on(4)

}

Bf dCt r | Dest Por t Nunber TC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT d"

STATUS current

DESCRI PTI ON

"UDP destination port nunber of BFD control packets.
3784 represents single hop BFD session.
4784 represents multi hop BFD session.
However, syntax is left open to wi der range of val ues
purposely for two reasons:
1. inplenentation uses non-conpliant port nunber for
valid proprietary reason
2. potential future extension drafts.”
REFERENCE
"Use of port 3784 fromKatz, D. and D. Ward,
Bi di recti onal Forwarding
Detection (BFD) for IPv4 and | Pv6 (Single Hop)",
RFC 5881, June 2010.

Use of port 4784 fromKatz, D. and D. Ward, Bidirectional
Forwar di ng Detection (BFD) for IPv4 and | Pv6
(Single Hop), RFC 5881, June 2010."
SYNTAX Unsi gned32 (0..65535)

Bf dCt r | Sour cePor t Nunmber TC : : = TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"

STATUS current

DESCRI PTI ON

"UDP source port nunber of BFD control packets.
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However, syntax is left open to w der range of val ues
pur posely for two reasons:
1. inplenmentation uses non-conpliant port nunber for
valid proprietary reason
2. potential future extension drafts.”
REFERENCE
"Port 49152..65535 (RFC5881)"
SYNTAX Unsi gned32 (0..65535)

Bf dSessSt at eTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"BFD session state. State failing(5) is only applicable if
correspondi ng session is running in BFD version 0."
REFERENCE
"RFC 5880 - Bidirectional Forwarding Detection (BFD), Katz,
D., Ward, D., June 2010."
SYNTAX | NTEGER {

adm nDown( 1),

down(2),

init(3),

up(4),

failing(b)
}
Bf dSessAut henti cati onTypeTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"BFD aut hentication type"
REFERENCE

"Sections 4.2 - 4.4 fromKatz, D. and D. Ward,
Bi di recti onal Forwardi ng Detection (BFD),
RFC 5880, June 2010."
SYNTAX | NTEGER {
noAut henti cation(-1),
reserved(0),
si mpl ePasswor d(1),
keyedVD5( 2) ,
nmet i cul ousKeyedMD5( 3),
keyedSHA1( 4),
nmet i cul ousKeyedSHAL( 5)
}

Bf dSessi onAut henti cati onKeyTC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x "
STATUS current
DESCRI PTI ON
"BFD aut hentication key type.
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A Bf dSessi onAut henti cati onKeyTC is always interpreted within
t he context of an Bf dSessAut henticati onTypeTC val ue. Every
usage of the BfdSessi onAuthenticationTypeTC textual
convention is required to specify the

Bf dSessi onAut henti cati onKeyTC obj ect that provides the
context. It is suggested that the

Bf dSessi onAut hent cati onTypeTC obj ect be logically registered
before the object(s) that use the

Bf dSessi onAut henti cati onKeyTC t extual convention, if they
appear in the sane |ogical row

The val ue of a BfdSessi onAut henti cati onKeyTC nust al ways be
consistent with the value of the associated

Bf dSessi onAut hencati onTypeTC object. Attenpts to set a

Bf dSessi onAut henti cati onKeyTC obj ect to a val ue inconsi stent
with the associ ated Bf dSessi onAut henti cati onTypeTC rnust fai

Wi th an inconsistentVal ue error.

The follow ng size constraints for a
Bf dSessi onAut henti cati onKeyTC obj ect are defined for the
associ at ed Bf dSessi onAut henti cati onTypeTC val ues show bel ow:

noAut henti cation(-1): SIZE(O)
reserved(0): SIZE(0)

si mpl ePassword(1): SIZE(1..16)
keyedVD5(2): S| ZE(16)

nmet i cul ousKeyedMVD5(3): Sl ZE( 16)
keyedSHA1(4): SI ZE(20)

nmet i cul ousKeyedSHAL(5): SI ZE(20)

When this textual convention is used as the syntax of an
i ndex object, there may be issues with the limt of 128
sub-identifiers specified in SMv2, STD 58. 1In this case,
the object definition MIST include a *SIZE clause to |imt
t he nunber of potential instance sub-identifiers; otherw se
t he applicable constraints MJUST be stated in the appropriate
conceptual row DESCRI PTI ON cl auses, or in the surrounding
docunentation if there is no single DESCRIPTION cl ause t hat
is appropriate.”
REFERENCE
"RFC5880, Sections 4.2 - 4.4"
SYNTAX OCTET STRI N& Sl ZE( 0. . 252))

END

4. Security Considerations

Nadeau, et al. Expi res Decenber 20, 2013 [ Page 7]



| nt er net - Draf t BFD- TC- STD-M B June 2013

6.

6.

Thi s nodul e does not define any nmanagenment objects. Instead, it
defines a set of textual conventions which may be used by ot her BFD
M B nodul es to define nmanagenent obj ects.

Meani ngful security considerations can only be witten in the MB
nmodul es that define managenment objects. Therefore, this docunent has
no inmpact on the security of the Internet.

| ANA Consi derati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

bf dTCSt dM b { mib-2 XXX}

[Editor’s Note (to be renoved prior to publication): the IANAis
requested to assign a value for "XXX' under the 'm b-2 subtree and
to record the assignment in the SM Nunbers registry. Wen the
assi gnnent has been nmade, the RFC Editor is asked to replace "XXX"
(here and in the MB nodule) with the assigned value and to renove
this note.]
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