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Abstract

Thi s docunent introduces an information nodel for network policies.
Thi s nodel operates as policy nodel that can be |inked to other
i nformati on nodel such as the 12RS RIB i nformati on nodel .

Sone applications that utilize the services of |2RS client may
require specific set of data in response to network events or

condi tions based on pre-established rules. 1In order to reduce the
data flow through the network, the I12RS client needs to signal the
| 2RS agent to filter sonme of the collected data or events prior to
transm ssion, or group the data prior to transmission to the i2rs
client. This functionality is necessary to neet the requirenents
i 2rs enabl ed services which include service-layer routing

i mprovenents, and control of traffic flows and exit points.

The information nodel is based on extensible informtion nodel for
representing policies, for exanple, the Policy Core Information Mdel
(PCM (RFC3060), and an extension to this nodel to address the need
for QS nmanagenent, called the Quality of Service (QS) Policy

I nformati on Model (QPIM (RFC3644) and policy based routing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Septenber 4, 2014.
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1. Introduction

The Interface to the Routing System (I2RS) provides read and wite
access to the information and state within the routing process within
routing elenents. The I2RS client interacts with one or nore |I2RS
agents to collect information from network routing systens.

Processing of collected information at the |2RS agent may require the
| 2RS Agent to filter certain information or group pieces of
information in order to reduce the data flow through the network to
the 12RS client. Some applications that that utilize the services of
| 2RS client may also wish to require specific data in response to
network events or conditions based on pre-established rules. This
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functionality is necessary to neet the requirenents of i2rs enabl ed
services which include service-layer routing inprovenents, and
control of traffic flows and exit points.

Thi s docunent introduces a basic information nodel for network
policies. This policy nodel can be |inked with other information
nodel s such as the 12RS RI B i nformati onal nodel
[I-D.ietf-i2rs-rib-info-nodel] as a generic policy nodule. This
basi c policy nodel can be easily extended beyond the basic functions.
The [I-D.ietf-i2rs-architecture] suggests that associated with the
the i 2RS RIB nodel there will be "Policy-based Routing (ACLs)" and
RIB "policy controls". These basic policy functions can operate as
part of this functional blocks providing the basic nodel for policy
operators. This nodel can also be considered as the substance of the
policy tenpl ates.

The basic but extendable policy nodel is a product of the industry
approach to I12RS. The initial I2RS work is focusing on the initial
RI B nodul e, and basic functions to nake the initial RIB nodel
function within real networks. Subsequent drafts will provide
bui | di ng bl ocks upon this policy nodel that can be used to create
net wor k functions.

This information nodel |everages previous work done on extensible

i nformati on nodel for representing policies, for exanple, the Policy
Core Information Model (PCIM [RFC3060] [RFC3060], and an extension
to this nodel to address the need for QS managenent, called the
Quality of Service (QS) Policy Information Mddel (QPIM [RFC3644]

[ RFC3644] .

Most policy wthin routing and forwardi ng systens has becone

hi erarchical with individual specific policies being grouped as a set
policy. The hierarchical policy rule definition enhances policy
readability and reusability. Goups of network policies have | abels
to aid operational use. Naned groups of policy are easily identified
and reused as bl ocks.

The informati on nodel contains the follow ng three conponents:
Policy G oup
Policy is described by a set of policy rules that may be grouped
into subsets. A Policy group is used to provide a hierarchical

policy definition that provides the nodel context or scope for
sub-rul e actions. The nodel context includes identity, scope,

rol e, precedence, priority and security nodel. 1In a policy group
policy rules and policy groups can be nested within other policy
rul es.
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1

2.

1

Net wor k- Pol i cy

contains a generic network policy nodel. It can be thought of as
a coherent set of rules to adm ni ster, manage, and control access
to network resources and defines a network policy at its nost
general level of abstraction. It nodels aspects such as actions
and conditions that constitute a policy elenent relationship, as
wel | as operators contained in the both condition and action that
can either be used to overwite an old value of the variable or
inmply match relationship. Policies vary in |evel of abstraction,
for exanple policy at parent |evel or policy at child level. The
nodel therefore allows to show rel ati onshi ps between policies, as
wel | as dependenci es between condition and action across policy.

Local Config

defines information kept that kept in policy database that is
| everaged by CLI, SNWMP, Net Conf.

Currently Qut of Scope for |2RS

An |1 2RS client may also interact with other elenents of the policy
and provisioning systemto retrieve policy to transmt to an |I2RS
agent to be use in processing collected information, or to pass to
policy informati on bases (PIBs) within the routing system How the
I2RS client interacts with the policy and provision systens is
currently outside the scope of |2RS

| 2RS architecture allows multiple 12RS Cients to comunicate wth

t he sane agent |2RS agent, but requires that only one |I2RS client has
wite control over one elenent. Specification on how the |I2RS
Clients handle nultiple client interactions it out of scope at this
time. The i2rs-architecture docunent specifies in section x.x that

| 2RS clients should avoid witing the sane elenent. In the future,
the 12RS WG may decide to specify these interactions. Therefore,
this docunent’s policy information allows for extensions that wl|
allow multiple clients.

Definitions and Acronyns
| GP: Interior Gateway Protoco

I nformati on Model : An abstract nodel of a conceptual domain,
i ndependent of a specific inplenmentations or data representation

CLlI: Command Line Interface

SNMP: The Sinple Network Managenent Protoco
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NETCONF: The Networ k Confi guration Protocol
RBNF: Routi ng Backus- Naur Form
3. Network Policy Mdel Overview
| 2RS needs its own inplicit and explicit policy. This section
provi des an overview of the network policy nodel. The network policy

nodel is defined by the follow ng conponents, whose relationship is
roughly depicted in the figure bel ow

. +
| Net wor k- Pol i cy |
R R +
N
I\
| "extends"
IR A eeeeeeanas +
| Pol i cy Set |
e +- -+
N N o e e e e e e - +
[\ [\ ---| Local Policy Rule
| "extends" | "extends" | A4----------------- +
IR Necoonnns + R U Necoonnn + |
| Policy G oup | | Policy Rule | <---]
o e — - + S —— + |
: | o e - +
T ---| PBR Rule |
SRR +
S |V A + S Y - +
| Policy Condition | | Policy Action |
o e e e + S +
A Tl VAT T S VAU S V App ++--V----- ++--V---+
| Match | |Policy | |Policy|l | Set || Policy || Policy|
| Operator| |Variable| |Value | | Operator|| Variable|| Value|
- + - ---- + +------ + - - - - - - o - - - ++--- - - - +

Figure 1: Overall nodel structure
The policy group conponent defines the basic network policy G oup

nodel. I n addition, the Network-policy conponent defines the basic
network policy rul e nodel.
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PolicySet, is introduced to provide an abstraction for a set of
rules. It is derived fromPolicy, and it is inserted into the

i nheritance hierarchy above both PolicyGoup and PolicyRule. This
reflects the additional structural flexibility and semantic
capability of both subcl asses.

Policy Rule is represented by semantics "If Condition then Action”

t herefore condition and action conprise Policy Rule nodel. Condition
nodel s the el enentary nmatch operation "<variabl e> match <val ue>".
Action nodels the elenentary set operation. "SET <variable> TO
<value>". In Condition nodel, the 'Match’ operator is usually
inplied while in the action nodel, the 'Set’ operator is explicitly
used.

The Local Config Conponent is extended from Policy Rule and contains
a set of local policy state related to | 2RS operation that the |2RS
agent controls. The local systenmis local policy state linked to a
particular information base (E. g. 12RS RIB) may have a wite scope
that one or nore clients may wite. The sane wite scope with that
of one or nore clients using an agent. An agent nust check to
determine if a local configuration state overlaps with existing
installed state.

The Policy Based Routing Rule is also extended from Policy Rule and
Contain a set of condition, action and attributes that are inherited
from Policy Goup Conponent. Routing decisions in policy based
routing are based on several criteria beyond destination address,
such as packet size, application, protocol used, and identity of the
end system

4. Network Policy Information Mdel

This section specifies the network policy information nodel in
Routi ng Backus- Naur Form (RBNF, [RFC5511]). It also provides
diagrans of the main entities that the information nodel is conprised
of .

4.1. The Policy G oup Conponent

In order to provide hierarchical policy definition and associate
policy rule with other constraint, the basic policy group nodel needs
to be defined. The correspondi ng extensions are introduced in a
conponent, whose structure is informally depicted in the follow ng

di agram
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The basic infornmati on nodel

i nformati on nodel ,

the sub-rul e actions.
priority, precedence,

hi erarchy is used to nodel
A policy group contains
policy rule and policy gr

policy group can be nested into policy group.
inherit context frompolicy group as properties and also policy rule

can have its own properties,

properties.

A nore fornal

Hares & Wi

eg., enabled, man
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works as follows: Wthin the policy group

context or scope for
Identity, scope,

oup. Policy rule or
Policy rule can

datory, usage

depiction in RBNF format foll ows bel ow
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4.

<Policy-Goup> ::= <ldentity>
<Rol e>
<priority>
<pr ecedence>
<Pol i cy- Rul e>
[ <Supporting-Policy-G oup>]
[ <Pol i cy- G oup- Ext ensi on>]

<Scope> ::= <Read- Scope> | <Wite- Scope>
<Rol e> ::= <Resource> | <Scope>

<Pol i cy- G oup- Extension> ::= <>

The el enments of the Policy Group informati on nodel are as foll ows:

0]

2.

Each policy group is captured in its own list, distinguished via a
identity, role, priority, precedence.

A policy group has a certain role, such as resource or scope. A
policy group can even have nultiple roles sinultaneously. The
role, are captured in the list of "role" conponent.

A policy role has a certain Scope, such as read scope or wite
scope. A policy group can even have nultiple scope

simul taneously. The scope, or scopes, are captured in the list of
"scope" conponents.

A policy has a certain priority, such as priority 0-255. A policy
can only have one priority. The priority is captured in the |ist
of "priority" conponent.

A policy rule can inherit properties (e.g.,
identity,role,priority, precedence) frompolicy group. A policy
rule al so can have its own properties, e.g., enabled, mandatory,
usage.

The policy, policy group el enents can be extended with policy-
speci fic conmponents (policy-extensions, policy-group-extension
respectively).

The Networ k- Policy Rul e Conponent

The foll ow ng di agram contai ns an informal graphical depiction of the

mai n el enents of the informati on nodel :
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U +
| Policy Rule |<
Fom e e e +
* * .
| | ..
| |
R + S N +
...>Condition|<....... | Action |<.
LR <. +omme--- +
* *
...... |
|
- oo o
| Oper at or |
I +

Roughly speaking, the basic information nodel works as follows: A
policy rule contains conditions and actions. Each condition or each
action in turn contains operator. A operator connects variable and
value in the action or condition. Condition can map onto and be
supported by other condition, while action can map onto and be
supported by other actions. Policy rule can nmap onto other, policy
rul es.

The information nodel for the Network-policy conmponent is nore
formally shown in the follow ng di agram
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<network-policy-rule> ::= (<policy-rule>. ..)

<policy-rule> ::= <ldentity>
<priority>
<pr ecedence>
<Rol e>
(<Condition>
(<Action>...)
<Security- Mdel >
[ <pol i cy-rul e- ext ensi on>]

<Scope> ::= (<Read> [ <read-scope>]) |

(<Wite> [<wite-scope>])
<Rol e> ::= <Resource> | <Scope>
<Security-Mdel > ::= <First-Matchi ng>| <Al | - Mat chi ng>
<policy-rul e-extension> ::= <i2rs-policy-extension>
<condition> ::= <vari abl e>

(<val ue>...)
[ <Mat ch- Oper at or >]
[ <condi ti on- ext ensi on>]

<Mat ch- Qperator> ::= <| S- SET- MEMBER >
| <I N- 1 NTEGER- RANGE>
| <I P- ADDRESS- AS- RESOLVED- BY- DNS>
| <Mvat ch- Qper at or - ext ensi on>

<condi ti on-extension> ::= <i2rs-condition-extension>
<action> ::= <variabl e>
<val ue>

<Set - Oper at or >
[ <acti on- extensi on> ]

<action-extension> ::= <i2rs-action-extension>
The el enments of the Network-Policy Rule information nodel are as
foll ows:
o A policy can in turn be part of a hierarchy of policies, building

on top of other policies. Each policy is captured in its own
| evel , distinguished via a policy-identity.
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4.

4.

3.

3.

o Policy rule inherit scope frompolicy group. A policy role has a
certain Scope, such as read scope or wite scope. A policy rule
can even have nultiple scope sinultaneously. The scope, or
scopes, are captured in the list of "scope" conponents.

o Furthernore, a policy rule contains conditions and actions, each
captured in their own I|ist.

o A condition contains a variable and a value and use a match
operator, to connect variable with value. An exanples of an
operator m ght be a" | P ADDRESS AS RESOLVED BYDNS' or "Set to a

menber”. Also, a condition can in turn map onto other condition
in an underlay policy. This is captured in |ist"supporting-
condi tion".

0 An action contains a variable and a value. An action uses Set
operator to connect variable with value. Analogous to a node, an
action can in turn map onto other actions in an underlay policy.
This is captured in list "supporting-action".

o The policy, condition, action and operator elenents can be
extended with policy-specific conponents (policy-extensions,
condi ti on-extensi on, action-extension and oper at or - ext ensi on
respectively).

The Policy Based Routing Rul e Conponent
1. Policy based Routing Overview

Policy based Routing is a technique used to nmake routing deci sions
based on policies set by the network adm nistrator. PBR enabl es
network adm nistrator to forward the packet based on other criteria
than the destination address in the packet, which is used to | ookup
an entry in the routing table.

The policy based routing problemcan be viewed as a resource
al l ocation problemthat incorporates business decision.

Pol i cy based routing provides many benefits, including cost saving,
| oad bal anci ng and basi c QoS.

Routing decisions in policy based routing are based on several
criteria beyond destination address, such as packet si ze,
application, protocol used, and identity of the end system

Policy constraints are applied before applying QS constraints since
policy constraint overrides QoS constraint.
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Policy constraints may be exchanged by routing protocols while
updating routing information.

Pol i cy based routing MJUST tackle the following difficult questions:

0]

0]

4. 3.

2.

How i s policy managenent strategy selected? Centralized or
di stri but ed.

At which point in a network domain are policy constraints checked
and enforced? i.e., policy coverage, here policy constraint can be
exchanged by routing protocol ?

How are policy constraints exchanged within a domai n?

How is policy data stored, refreshed and retrieved from policy
repository?

How are policy rule conflicts avoi ded?

PBR Rul e Conponent

A PBR rule is constructed using condition, action and attri butes that
are inherited fromPolicy G oup Conponent.
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4. 3.

U U +
Policy Rule |
R R +
N
/[|\ "extends"
IR A eeeeeeenas +
PBR Rul e |
e +- -+
-------- Y A I LTI v A ,
PBR Condition | | PBR Action |<...
---------------- S i SRR SR
I\ I\
"ext ends" | | "extends"
+-- -+ S +
S SRS L ------- + S e L --------- +
| QoS Action | | Forward Action
S + S +
2T S SRpun VAR S U V A ++--V----- ++--V----- +
| Set | | QS | |@S | |Forward || Next Hop|| Next Hop|
| Operator| |Variable| |Value | | Operator|| Variable|| Val ue
- + - - - - + +------ + - - - - +4+- - - - - - - - - - - - - +
I\
| "extends”
F-- N+
| Next Hop|
| Type |
- +

Figure 3. Policy based routing I Mstructure

Rel ati onshi p between PBR Rul e Mbdel and RI B I nformation Mdel

As descried in [I.Dietf-i2rs-rib-info-nodel], Routing instance
contains a collection of RIBs, interfaces, and routing paraneters.

0]

The set of interfaces indicates which interfaces are associ at ed
with this routing instance.

The RIBs specify how incomng traffic is to be forwarded based on
desti nati on.

the routing paranmeters control the information in the RIBs/PI Bs.
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PIB and RI B can not be used at the sane tine

o If a router doesn’t support policy based routing, a router MJST

use rib

and MJST not use PIB

o If a router supports policy based routing,

* PIBis used if several criteria beyond destination address is
mat ched.
* RIBis used if several criteria beyond destination address is

not mat ched.

Policy constraints information either cones from RSVP, BG?/ | GP, or

cones from

manual configuration or policy configuration tool.

Therefore PIB may has the follow ng field:

0 Interface-list: The interface list contains a |list of identifiers,
with each identifier uniquely identifying an interface.

o Oigin:

an indication used to identify fromwhich protocols (e.qg.,

SIS, OSPF, BGP, I12RS, CLI etc.) the policy based route is.

4.4. The Local Config Conponent

The Local Config Conmponent is the information Iinks to the policy
functions associated with a information nodel it is linked to. This
conmponent defines a set of groupings with auxiliary information
requi red and shared by those ot her conponents.

Since the |

2RS RIB nodel is the only currently agreed upon nodel, an

exanple fromthis nodel may be hel pful. The |I2RS RI B nodel contains
a RIB definition of routing instance that has O-N interfaces and 1-N
RIBs. Each RIB contains a set of routes. This policy operates on

t he el enent
defined in

s of I2RS RI B nodel by conbining one of the elenents
the 12RS RI B nodel (Routing instance 1, RIB 1, route-

attribute) within the context of a policy rule. The

[I-Dietf-i
t hat i npact

2rs-architecture] shows this as the RIB Policy Controls
the policy routing. The |I2RS agent may only coll ect

information on this RRB. On Wite, the RIB Policy Rules may
determ ne what portion of the Policy-Based RIBs are altered to
provide the early exit or service routing features needed by the |I2RS

client.

The key benefit of this Policy Information Mddel is that it provides
a common nodel of interactions of policy which can be saved as

tenpl ates, and then enacted for specific functions associated with
anot her nodel. The policy elenent an identity, scope, role, and
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security nodel. This allows the specific elenent to be easily tailor
to identified by operations, enable for specific operations (via
scope and role), and at a correct security level. As the exanple
denonstrates, this blends with the 12RS RIB nodel to set conditions
and actions. Additional drafts will show that it provides other
service routing.

<l ocal -policy-rule>:
<l ocal -policy-rule> :

(<l ocal -policy-rule> ..)
<l dentity>

<priority>

<pr ecedence>

<Rol e>

(<Condi ti on>)
(<Action>...)

<Security- Mdel >

<Scope> ::= (<Read> [ <read-scope>]) |
(<Wite> [<write-scope>])

<Rol e> ::= <Resource>
<Scope>
<Security-Mdel > ::= <First- Mt chi ng>|

<Al | - Mat chi ng>

<condi tion> ::= <vari abl e>
(<val ue>...)
[ <Mat ch- Oper at or >]
[ <condi ti on- ext ensi on>]

<Mat ch- Qperator> ::= <| S- SET- MEMBER >
| <I N- I NTEGER- RANGE>
| <I P- ADDRESS- AS- RESOLVED- BY- DNS>
| <\vat ch- Oper at or - ext ensi on>

<condi ti on-extension> ::= <i2rs-condi ti on-extensi on>
<action> ::= <vari abl e>
<val ue>

<Set - Oper at or >
[ <acti on- ext ensi on>]
<action-extension> ::= <i2rs-action-extension>

The nodel extends the original network-policy nodel as foll ows:

o0 Alocal policy rule can in turn be part of a hierarchy of
policies, building on top of other policies. Each |ocal
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configuration policy is captured in its own |evel, distinguished
via a policy identity.

A local policy rule inherit scope frompolicy group. A |ocal
policy rule has a certain Scope, such as read scope or wite
scope. A local policy rule can even have multiple scope

simul taneously. The scope, or scopes, are captured in the list of
"scope" conponents.

Furthernore, a local policy contains conditions and actions, each
captured in their own |ist.

A condition contains a variable and a value and use a match
operator, to connect variable with value. An exanples of an
operator mght be a" | P ADDRESS AS RESOLVED BYDNS' or "Set to a
menber”. Also, a condition can in turn nmap onto other condition
in an underlay policy. This is captured in list "supporting-
condi tion".

An action contains a variable and a value. An action uses Set
operator to connect variable with value. Analogous to a node, an
action can in turn map onto other actions in an underlay policy.
This is captured in |ist "supporting-action".

The Il ocal policy, condition, action and operator elenents can be
extended with policy-specific conponents (condition-extension,
action-extensi on and operat or-extension respectively).

Drafts that specify exanples for this blended | 2RS nodel are:

0]

An Traffic balancing using the I2RS RIB Mddel [draft-hares-i2rs-
TE- exi t - bal ance]

Utilizing BG Information regarding Service Chaining [draft-hares-
I 2r s- bgp- chai ns]

Informati on nodel for service topology [draft-hares-i2rs-info-
nodel - servi ce-t opo]

In future revision of 12rs, this may |link to other |2RS
i nformati on nodels or |inked through the |I2RS agent to things
configured by the CLI, SNWP, or via the NETCONF interface.

| ANA Consi der ati ons

This draft includes no request to | ANA
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6. Security Considerations

TBD.
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