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Status of This Meno

This meno provides infornmation for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

| ESG Not e

This RFC is not a candidate for any level of Internet Standard. The
| ETF di scl ai ns any know edge of the fitness of this RFC for any
purpose and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this docunent shoul d exercise caution in evaluating its value for

i mpl enent ati on and depl oynent. See RFC 3932 for nore infornation.

Abstract

This meno updates the ODETTE File Transfer Protocol, an established
file transfer protocol facilitating electronic data interchange of
busi ness data between trading partners, to version 2.

The protocol now supports secure and aut henticated conmuni cati on over
the Internet using Transport Layer Security, provides file
encryption, signing, and conpression using Cryptographi c Message
Syntax, and provides signed receipts for the acknow edgenent of
received files.

The protocol supports both direct peer-to-peer comunication and

i ndirect comunication via a Val ue Added Network and nmay be used wth
TCP/ 1P, X. 25, and | SDN-based networks.
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1. Introduction
1.1. Background

The ODETTE File Transfer Protocol (ODETTE-FTP) was defined in 1986 by
wor ki ng group four of the Organisation for Data Exchange by Tele
Transm ssion in Europe (ODETTE) to address the electronic data

i nterchange (EDI) requirenents of the European autonotive industry.

ODETTE- FTP al | ows busi ness applications to exchange files on a peer-
to-peer basis in a standardised, purely automatic nmanner and provides
a defined acknow edgenent process on successful receipt of a file.

ODETTE-FTP is not to be confused as a variant of, or sinmlar to, the
Internet FTP [FTP], which provides an interactive nmeans for

i ndividuals to share files and whi ch does not have any sort of
acknow edgenment process. By virtue of its interactive nature, |ack
of file acknow edgenents, and client/server design, FTP does not
easily lend itself to mission-critical environnents for the exchange
of business dat a.

Over the last ten years, ODETTE-FTP has been wi dely depl oyed on
systenms of all sizes from personal conputers to |arge mainfranes
while the Internet has energed as the dom nant international network
provi di ng hi gh-speed conmuni cation at |ow cost. To nmatch the denand
for EDI over the Internet, ODETTE has decided to extend the scope of
its file transfer protocol to incorporate security functions and
advanced conpression techniques to ensure that it remains at the
forefront of information exchange technol ogy.

The protocol now supports secure and aut henticated conmuni cation over
the Internet using Transport Layer Security, provides file
encryption, signing, and conpression using Cryptographi c Message

Synt ax, and provides signed receipts for the acknow edgenent of

recei ved files.

The protocol supports both direct peer-to-peer comunication and
i ndirect communication via a Val ue Added Network and nmay be used with
TCP/ 1P, X. 25 and | SDN based networks.

CDETTE- FTP has been defined by the ODETTE Security Wrking G oup
whi ch consi sts of a nunber of CODETTE nenber organi sations. Al
menbers have significant operational experience working with and
devel opi ng OFTP and EDI sol utions.
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1.2. Sunmmary of Features

This meno is a devel opnent of version 1.4 of ODETTE-FTP [OFTP] with
t hese changes/ addi ti ons:

Session |level encryption

File |l evel encryption

Secure authentication

Fil e conpression

Si gned End to End Response (EERP)

Si gned Negative End Response ( NERP)

Maxi mum pernmitted file size increased to 9 PB (petabytes)
Virtual file description added

Ext ended error codes

Version 1.4 of ODETTE-FTP included these changes and additions to
version 1.3:

Negati ve End Response (NERP)
Ext ended Date and Tinme stanp
New reason code 14 (File direction refused)
1.3. Ceneral Principles
The aim of ODETTE-FTP is to facilitate the transmission of a file
bet ween one or nore locations in a way that is independent of the
data conmuni cati on network, system hardware, and software
envi ronnent .

I n designing and specifying the protocol, the followi ng factors were
consi der ed.

1. The possible differences of size and sophistication of file
storage and snmall and | arge systens.

2. The necessity to work with existing systens (reduce changes to
exi sting products and all ow easy i npl enentation).

3. Systens of different ages.
4. Systens of different nanufactures.

5. The potential for growth in sophistication (limt inpact and avoid
changes at other |ocations).
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1. 4.

Structure

ODETTE- FTP is nodelled on the OSI reference nodel. It is designed to
use the Network Service provided by level 3 of the nodel and provide
a File Service to the users. Thus, the protocol spans levels 4 to 7
of the nodel

The description of ODETTE-FTP contained in this nenmo is closely
related to the original ' X 25 specification of the protocol and in
the spirit of the OSI nodel describes:

1. AFile Service provided to a User Monitor.

2. A protocol for the exchange of information between peer
ODETTE- FTP entiti es.

1.5. Virtual Files

Information is al ways exchanged between ODETTE- FTP entities in a
standard representation called a Virtual File. This allows data
transfer w thout regard for the nature of the conmunicating systens.

The mapping of a file between a local and virtual representation will
vary fromsystemto systemand is not defined here.
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0--------- o]
Site | Local
A | File A
0--------- o]
|

O-----mmmmmmm oo Mapping A ----------mee e o]
| | |
| O - -mmne 0 |
| | Virtual | |
| | File | |
| 0---emne 0 |
| L o] |
| | | |
| | CDETTE- FTP | |
| | | |
| (o R e T 0 |
| 0--------- o] 0--------- o] |
| | Virtual | | Virtual | |
| | File | | File | |
| O--------- o] 0----+----0 |
| | | |
0------ Mapping B ------------------------ Mapping C ------ o]

0--------- o] 0----+----0

| Local | Site Site | Local

| File B | B C | FileC

O--------- o] O--------- o]

A Virtual File is described by a set of attributes identifying and
defining the data to be transferred. The nain attributes are
detailed in Sections 1.5.1 to 1.5.4.

1.5.1. Oganisation
Sequenti al

Logi cal records are presented one after another. QODETTE-FTP nust
be aware of the record boundari es.

1.5. 2. Identification
Dat aset Nane

Dat aset nane of the Virtual File being transferred, assigned by
bi | ateral agreenent.
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Time stanp (HHMMSScccc)
Afile qualifier indicating the time the Virtual File was made
avail abl e for transm ssion. The counter (cccc=0001-9999) gives
hi gher resol ution.

Date stanp (CCYYMVDD)

Afile qualifier indicating the date the Virtual File was made
avail abl e for transm ssion.

The Dat aset Nane, Date, and Tine attributes are assigned by the
Virtual File s originator and are used to uniquely identify a file.
They are all mandatory and nust not be changed by internediate
| ocati ons.
The User Monitor may use the Virtual File Date and Tinme attributes in
| ocal processes involving date conparisons and cal cul ati ons. Any
such use falls outside the scope of this protocol
1.5.3. Record Fornmat
Four record formats are defined:
Fi xed (F)
Each record in the file has the same | ength.
Vari able (V)
The records in the file can have different |engths.
Unst ructured (U)
The file contains a streamof data. No structure is defined.
Text File (T)
A Text File is defined as a sequence of ASCI| characters,
contai ning no control characters except CR-LF that delimt
lines. Aline will not have nore than 2048 characters.
1.5.4. Restart
ODETTE- FTP can negotiate the restart of an interrupted Virtual File
transm ssion. Fixed and Variable fornmat files are restarted on

record boundaries. For Unstructured and Text files, the restart
position is expressed as a file offset in 1K (1024 octet) bl ocks.
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The restart position is always calculated relative to the start of
the Virtual File.

1.6. Service Description
ODETTE- FTP provides a file transfer service to a User Mnitor and in
turn uses the Internet transport |ayer stream service to conmunicate

bet ween peers.

These services are specified in this neno using service primtives
grouped into four classes as follows:

Request (RQ An entity asks the service to do sone work.
I ndi cation (I ND) A service infornms an entity of an event.
Response (RS) An entity responds to an event.

Confirm (CF) A service informs an entity of the response

Services may be confirned, using the request, indication, response,
and confirmprimtives, or unconfirned using just the request and
i ndication primtives.

1.7. Security

CODETTE- FTP provi des a nunber of security services to protect a
Virtual File transm ssion across a hostile network.

These security services are as foll ows:

Confidentiality

Integrity

Non- r epudi ati on of receipt
Non-repudi ation of origin
Secure aut hentication

Security services in this specification are inplenmented as foll ows:

Session |level encryption
File |l evel encryption

Signed files

Si gned receipts

Session | evel authentication
ODETTE- FTP Aut henti cati on

Session level encryption provides data confidentiality by encryption
of all the protocol conmands and data exchanged between two parties,
preventing a third party fromextracting any useful information from
the transm ssion.
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This session |level encryption is achieved by | ayering ODETTE- FTP over
Transport Layer Security [TLS], distinguishing between secure and
unsecure TCP/IP traffic using different port nunbers.

File encryption provides conplenentary data confidentiality by
encryption of the files in their entirety. Generally, this
encryption occurs prior to transmission, but it is also possible to
encrypt and send files while in session. File encryption has the
additional benefit of allowing a file to remain encrypted outside of
the conmuni cations session in which it was sent. The file can be
recei ved and forwarded by nmultiple internediaries, yet only the fina
destination will be able to decrypt the file. File encryption does
not encrypt the actual protocol conmands, so trading partner ED
codes and Virtual File names are still viewable.

Secure authentication is inplenented through the session | eve
aut hentication features available in [TLS] and proves the identity of
the parties w shing to conmunicate.

ODETTE- FTP Aut henti cation al so provides an authentication nmechani sm
but one that is integral to ODETTE-FTP and is avail able on all
networ k infrastructures over which ODETTE-FTP is operated (this is in
contrast to [TLS] which is generally only avail abl e over TCP/I P-based
networks). Both parties are required to possess certificates when
ODETTE- FTP Aut henti cation is used.

The security features in ODETTE-FTP 2 are centred around the use of
[ X.509] certificates. To take advantage of the conplete range of
security services offered in both directions, each party is required
to possess an [X.509] certificate. |If the confidentiality of data
between two parties is the only concern, then [TLS] al one can be
used, which allows the party accepting an incom ng connection (the
Responder) to be the only partner required to possess a certificate.

For busi nesses, this neans that session |evel encryption between a
hub and its trading partners can be achi eved w thout requiring all
the trading partners to obtain a certificate, assum ng that trading
partners always connect to the hub.

Wth the exception of [TLS], all the security services work with X 25

and | SDN as transport nedia. Although nothing technically precludes
[TLS] fromworking with X. 25 or |ISDN, inplenentations are rare
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2. Network Service
2.1. Introduction

CODETTE- FTP peer entities conmmunicate with each other via the OS|

Net wor k Service or the Transm ssion Control Protocol Transport
Service [RFC793]. This is described by service primtives
representing request, indication, response, and confirmation actions.

For the Internet environnment, the service primtives mentioned bel ow
for the Network Service have to be mapped to the respective Transport
Service primtives. This section describes the Network Service
primtives used by ODETTE-FTP and their relationship to the TCP
interface. In practice, the local transport service application
programing interface will be used to access the TCP service.

2.2. Service Primtives

Al'l network prinmitives can be directly mapped to the respective
Transport primtives when using TCP

2.2.1. Net wor k Connecti on

Thi s describes the setup of a connection. The requesting ODETTE-FTP
peer uses the N .CON RQ prinmitive to request an active OPEN of a
connection to a peer CDETTE-FTP, the Responder, which has previously
requested a passive OPEN. The Responder is notified of the incom ng
connection via N CON IND and accepts it with N CON RS. The requester
is notified of the conpletion of its OPEN request upon receipt of
N_CON_CF.

Par anmet er s
Request I ndi cation Response Confirmation
2.2.2. Network Data
N DATA RQ ------ > N_DATA | ND
Dat a exchange is an unconfirmed service. The requester passes data

for transmission to the Network Service via the N _DATA RQ primtive.
The Responder is notified of the availability of data via N_DATA | ND.

Fri end I nf or mat i onal [ Page 11]



RFC 5024 CDETTE FTP 2 Novenber 2007

2.

2.

2.

In practice, the notification and recei pt of data nay be conbi ned,
such as by the return froma bl ocking read fromthe network socket.

Par aneters

Request I ndi cation

2. 3. Net wor k Di sconnecti on
NDSCRQ ------ > N DI SC I ND

An ODETTE- FTP requests the ternination of a connection with the

N DI SC RQ service prinmtive. |Its peer is notified of the CLOSE by a
N DISC IND event. It is recognised that each peer nust issue a

N DI SC RQprimtive to conplete the TCP symmetric cl ose procedure.

2.4. Network Reset
------ > N_RST_| ND

An ODETTE-FTP entity is notified of a network error by a N RST_IND
event. It should be noted that N RST IND would al so be generated by
a peer RESETTI NG the connection, but this is ignored here as N RST_RQ
is never sent to the Network Service by ODETTE- FTP.

3. Secure ODETTE- FTP Sessi on

[ TLS] provides a nechanismfor securing an ODETTE- FTP sessi on over
the Internet or a TCP network. ODETTE-FTP is |ayered over [TLS],

di stingui shing between secure and unsecure traffic by using different
server ports.

The inplementation is very sinple. Layer ODETTE-FTP over [TLS] in
the sane way as | ayering ODETTE- FTP over TCP/IP. [TLS] provides both
session encryption and aut hentication, both of which nay be used by
the connecting parties. A party acts as a [TLS] server when
receiving calls and acts as a [TLS] client when making calls. Wen
the [TLS] handshake has conpl eted, the respondi ng ODETTE- FTP may
start the ODETTE-FTP session by sending the Ready Message.

2.4. Port Assignnent

An ODETTE- FTP requester will select a suitable |local port.

The respondi ng ODETTE-FTP will listen for connections on Registered
Port 3305; the service nane is 'odette-ftp’.
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The responding ODETTE-FTP will listen for secure TLS connections on
Regi stered Port 6619; the service nane is 'odette-ftps'.

3. File Transfer Service

The File Transfer Service describes the services offered by an
ODETTE- FTP entity to its User Mnitor (generally an application).

NOTE: The inplenmentation of the service prinitives is an application

i ssue.
3.1. Model
O------mmmmme o o] O------mmmmme o o]
I I I
| USER MONI TOR | | USER MONI TOR |
I I I I
O-----mmmmme - o] O-----mmmmme - o]
| A | A
| |
F XXX _RQ RS | | F_XXX_I NDJ CF F XXX RQ RS | | F_XXX_I NDJ CF
A2 A2
O----mmmmmmmm - o] O----mmmmmmmm - o]
N ]
| ODETTE-FTP Entity | E-Buffer | ODETTE-FTP Entity |
| |<- - - - - |
O-------mmme - o] O-------mmme - o]
| A | A
N_XXX_RQ RS | | N_XXX_I NDY CF N_XXX_RQ RS | | N_XXX_I NDY CF
| |
(2 (2
(o e i o]
I I
| NETWORK |
I I
o e e o]
Key: E-Buffer - Exchange Buffer
F - File Transfer Service Primtive

N - Network Service Prinmtive
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3.2. Session Setup
3.2.1. Session Connection Service

These di agranms represent the interacti ons between two conmuni cati ng
ODETTE- FTP entities and their respective User Agents.

The vertical lines represent the ODETTE-FTP entities. The User
Agents are not shown.

| |
F_OONNECT_RQ --=->| <---c=--==-- | ----> F_CONNECT_I ND

F_CONNECT CF <---=|--=--zmmnm-- | <---- F_CONNECT_RS
| |

Paraneters

Request I ndi cation Response Confirm

cal | ed-address -> sane .- -
cal l'i ng- address-> sane --- -

IDL ------------ > sane ID2 ------------ > sane
PSW------------ > sane PSW - ---- - - - - > sane
nodel ---------- > node2 ---------- > node3 ---------- > sane
restartl ------- > sane ----------- > restart2 ------- > sane
aut henticationl-> sang ----------- > aut hentication2-> sane
Mode

Specifies the file transfer capabilities of the entity sending or
receiving a F_CONNECT primitive for the duration of the session

Val ue:
Sender -onl y The entity can only send files.
Receiver-only The entity can only receive files.
Bot h The entity can both send and receive files.
Negoti ati on:

Sender -only Not negoti abl e.

Recei ver-only Not negoti abl e.

Bot h Can be negotiated down to Sender-only or
Recei ver-only by the User Mnitor or the
ODETTE- FTP entity.
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Request I ndi cation Response Confirm
Sender-only ----> Receiver-only --> Receiver-only --> Sender-only
Receiver-only --> Sender-only ----> Sender-only ----> Receiver-only
Both ----- +o---- > Both ----+------ > Both ----------- > Both
| or +------ > Receiver-only --> Sender-only
| or +------ > Sender-only ----> Receiver-only
|
or +----- > Receiver-only --> Receiver-only --> Sender-only
or +----- > Sender-only ----> Sender-only ----> Receiver-only
Rest art

Specifies the file transfer restart capabilities of the User

Moni t or.
Val ue:
Y The entity can restart file transfers.
N The entity cannot restart file transfers.
Negoti ati on:
Request I ndi cation Response Confirm
restart =Y ---->restart = Y --+-> restart =Y ---->restart = Y
or +-> restart = N---->restart = N
restart = N---->restart = N---->restart = N---->restart = N

Aut henti cati on

Specifies the authentication requirenment of the User Mbnitor.

Val ue:

Y Aut henti cation required.

N Aut henti cation not required.
Negoti ati on: Not negoti abl e.
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Request I ndi cation Response Confirm
auth =Y ---->auth =Y ---->auth =Y ---->auth =Y
auth = N ---->auth = N ---->auth = N ---->auth = N

3.3. File Transfer

3.3.1 File Opening

| |
F_START_FILE RQ ---->|------------ | ----> F_START_FILE_I ND
| |
F_START_FILE CF(+|-) <----]------------ | <---- F_START_FILE_RS(+|-)
| |
Par anmet er s
Request I nd. RS( +) CF(+) RS(-) CF(-)
filenanme------- > sane ---- ---- ---- ----
date-tine------ > sane  ---- ---- ---- ----
destination----> sane ---- ---- ---- ----
originator----- > sane ---- ---- ---- ----
rec-format----- > sane ---- ---- ---- ----
rec-size ------ > sane  ---- ---- ---- ----
file-size------ > sane  ---- ---- ---- ----
org-file-size--> sane ---- ---- ---- ----
si gned- eerp----> sane ---- ---- ---- ----
cipher--------- > sane ---- ---- ---- ----
sec-services---> same  ---- ---- ---- ----
conpression----> same  ---- ---- ---- ----
envel ope-f ormat > sane ---- ---- ---- ----
description----> sane ---- ---- ---- ----
restart-posl---> sanme-> restart-pos2-> sane ---- ----
---- ---- ---- ---- cause ------ > sanme
---- ---- ---- ---- retry-later-> sane
Not es:
1. Retry-later has values "Y" or "N'
2. Cause is the reason for refusing the transfer (1,..,13,99).
3. Restart-posl not equal O is only valid if restart has been
agreed during initial negotiation.
4. Restart-pos2 is less than or equal to restart-posl
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3.3.2. Data Regine

| |
F DATA RQ ---->|-ccmmmmcmnmn- | ----> F_DATA I ND

| |
F_DATA CF <----|(---CDT----)
| |

Note: Unli ke other conmands, where the F_XXX_CF signal is a result of
a correspondi ng F_XXX_ RS command, in this case, the local entity
| ayer issues this signal when it is ready for the next data
request. This decision is based on the current credit count and
the reception of CDT (Set Credit) fromthe receiver

3.3.3. File dosing

| |
F CLOSE FILE RQ --->| --=--ccmmnx- | ----> F_CLOSE_FILE_I ND

|
F CLOSE_FILE CF(+|-) <---|-----mm-- | <---- F_CLOSE_FILE_RS(+|-)

Paraneters

Request I nd RS( +) CF(+) RS(-) CF(-)
rec-count ---> sanme  ---- ---- ---- ----
unit-count --> sane  ---- ---- ---- ----
---- ---- Speaker =Y ---> Speaker=N ---- ----
---- ---- Speaker =N ---> Speaker=Y ---- ----
---- ---- ---- ---- cause ---> sane

In a positive Close File response (F_CLOSE FILE RS(+)) the current
Li stener may either:

1. Set Speaker to "Yes" and becone the Speaker or
2. Set Speaker to "No" and remmin the Listener

The File Transfer service will ensure that the setting of the speaker
paraneter is consistent with the capabilities of the peer user

The turn is never exchanged in the case of a negative response or
confirmation.

Only the Speaker is allowed to issue F_XXX FILE RQ primtives.
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3.3.4. Exchanging the Turn
3.3.4.1. Initial Turn (First Speaker)

The Initiator beconmes the first Speaker at the end of the Session
Setup (F_CONNECT CF received by Initiator and F_CONNECT RS sent by
Responder) .

3.3.4.2. Follow ng Turns
Rul es:
1. At each unsuccessful End of File, the turn is not exchanged.

2. At each successful End of File, the turn is exchanged if requested
by the Listener:

- The current Listener receives F_ CLOSE FILE I ND (Speaker =
choi ce) .

- If the Listener answers F_CLOSE FI LE_RS( Speaker = YES), it
becones the Speaker, the Speaker receives F_CLOSE FILE CF
(Speaker = NO) and becones the Listener

- If the Listener answers F_CLOSE FI LE RS(Speaker = NO), it
remai ns as the Listener, and the Speaker receives
F_CLOSE FI LE CF (Speaker = YES) and renmins as the Speaker

3. The Speaker can issue a Change Direction request (F_CD RQ to
becone the Listener. The Listener receives a Change Direction
i ndication (F_CD IND) and becones the Speaker

4. In order to prevent |loops of F_ CD RQIND, the Speaker may not send
an F_CD RQ after receiving an unsolicited F_ CDIND. If the
Li stener receives a solicited F_.CD IND as a result of sending
EFPA( Speaker=Yes), it is acceptable to imedi ately relinquish the
right to speak by sending an F_CD RQ

3.3.5. End to End Response
This service is initiated by the current Speaker (if there is no file

transfer in progress) to send an End to End Response fromthe fina
destination to the originator of a file.
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F EERP RQ ---->|------------ | ----> F_EERP_I ND
| |
F RTIRCF <----|------------ | <---- F_RTR_RS
| |
Par anet er s
Request I ndi cation
filename ----------- > sane
date --------------- > sanme
time --------------- > same
destination -------- > same
originator --------- > sane
hash --------------- > sane
signature ---------- > sane
Rel ati onship with Turn

Not

1

Fri end

Only the Speaker may send an End to End Response request.
I nvoki ng the EERP service does not change the turn

If an F_CD IND has been received just before F EERP RQ is issued,
this results in |l eaving the special condition created by the
reception of F CDIND;, i.e., while it was possible to issue
F_RELEASE RQ and not possible to issue F CD RQ just after the
reception of F CD IND, after having issued F_EERP_RQ the norna
Speaker status is entered again (F_CD RQ valid, but F RELEASE RQ
not valid).

es:
The F_ EERP _RQ (and also F NERP_RQ is confirnmed with an F_RTR CF
signal. The F_RTR CF signal is common to both F_EERP_RQ and

F NERP_RQ There should be no anbiguity, since there can only be
one such request pending at any one tine.

The signature is optional and is requested when sending the
F_START_FI LE_RQ

If it is not possible to sign the EERP, then an unsigned EERP
shoul d still be sent.
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3.

3.

4. It is an application inplenentation issue to validate the contents
of the EERP and its signature and to deci de what action to take on
recei pt of an EERP that fails validation or is not signed when a
si gned EERP was requested.

6. Negative End Response

This service is initiated by the current speaker (if there is no file
transfer in progress) to send a Negative End Response when a file
could not be transmitted to the next destination. It is sent only if
the problemis of a non-tenporary kind.

This service may al so be initiated by the final destination instead

of sending an End to End Response when a file could not be processed,
after having successfully received the file.

F_NERP_RQ ---->[------------ | ----> F_NERP_IND
| |
F RTIRCF <----|------------ [----- F_RTR_RS
| |
Par aneters
Request I ndi cation
filename ---------------------- > same
date -------------“--“-------- > sane
time -----cmm e > sane
destination ------------------- > sanme
originator -------------------- > same
creator of negative response --> same
€asOn ------------------------ > sane
reason text ------------------- > sane
hash ------------------ - > sane
signature --------------------- > sanme

Rel ati onship with Turn

The sane as for the End-To-End response (see Section 3.3.5).
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3.4. Session Take Down

3.4.1. Normal d ose

| |
F_RELEASE RQ ---->|----c=--==-- | ----> F_RELEASE_ | ND

| |
Par anmet ers

Request I ndi cation

The Rel ease service can only be initiated by the Speaker.

The Speaker can only issue a Rel ease request (F_RELEASE RQ | ust
after receiving an unsolicited Change Direction indication
(F_CDIND). This ensures that the other partner doesn’t want to send
any nore files in this session

Peer ODETTE-FTP entities action a normal session rel ease by
speci fying Reason = Nornmal in an End Session (ESI D) conmand.

3.4.2. Abnornmal d ose

| |
F RELEASE RQ ---->|----c=--==-- | ----> F_ABORT_| ND

Par anet ers

Request I ndi cation

reason = error value --> sanme (or equival ent)
AO (Abort Origin) = (L)ocal or (D)istant

Abnormal session release can be initiated by either the Speaker or
the Listener and al so by the user or provider

Abnormal session release can occur at any tinme within the session

Peer ODETTE-FTP entities action an abnormal session rel ease by
speci fying Reason = Error-value in an End Session (ESID) conmand.
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The abnornal session release deals with the follow ng types of error

1. Th
fo
1
2.
3.
4,
5.
6.

2. Th

e service provider will initiate an abnornmal release in the
Il owi ng cases:

Prot ocol error.

Failure of the Start Session (SSID) negotiation

Command not recogni sed.

Dat a Exchange Buffer size error

Resources not avail abl e.

O her unspecified abort code (with Reason = unspecified).
e User Monitor will initiate an abnormal release in the

foll owi ng cases:

1
2.
3.
& her

3.4.3.

Local site energency close down.

Resources not avail abl e.

O her unspecified abort code (with Reason = unspecified).
error types nay be handl ed by an abort of the connection
Abor t

| |
F_ABORT _RQ ---->| -c=cmcenmnn- | ----> F_ABORT_I ND

| |
User-Initiated Abort

| |
F_ABORT IND <---|-=--cammcnn- | ----> F_ABORT_I ND

Provider-Initiated Abort

Par aneters

Request I ndi cation

R (Reason): specified or unspecified
AO (Abort Oigin): (L)ocal or (D)istant

The Abort service may be invoked by either entity at any tine.

The service provider may initiate an abort in case of error
det ecti on.

Fri end
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3. 4.

3.5.

Fri

1. Nornual Rel eas

F_RELEASE RQ |

(R=nor mal ) |

2. User-Initiated Abnor nmal

F_RELEASE RQ |

(R=error val ue)|

3. Provider-lInitiated Abnor mal

F_ABORT_IND |

(R=error, AC=L) |

Key: *
F

N_

Service State

CDETTE FTP 2

4. Explanation of Session Take Down Services

Novenber 2007

(R=error, AC=D)

F_ABORT_| ND

(R=unsp. , AG=D)

F_ABORT_| ND

(R=unsp. , AG=D)

message

OFTP | Net wor k | OFTP |
------ |-
I I I
e
| ESI D(R=nornal) | |
-> == |:> --|
I I I
Rel ease
| ESID(R=error) | |
-> == |:> -|
I I I
Rel ease
| ESID(R=error) | |
% * = |:> --|
I I
| N_DI SC_RQ | |
SRRl EEREEEEEE > oo |-> -]
| N_DI SC | ND | |
| N_DI SC_RQ | |
ARSI EERRREERE > oo |-> -]
| N_DI SC | ND | |
Oigin of conmand fl ow
---> File Transfer Service prinitive
---> Network Service prinitive
===> QODETTE-FTP (OFTP) protocol
Aut omat a

These state automata define the service as viewed by the User

Moni t or.

Events causing a state transition are shown in | ower case

and the resulting action in upper case where appropriate.

end
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3.5.1. Idle State Di agram

O-----=----=--- o]
deci si on | | f_connect _ind

R R | | DLE [-------mmm - +

| F_CONNECT_RQ | (0) | F_CONNECT_RS |

| O------------ o] |

v I
O---------cmmmmm- o] |
I I
| 1 _WF_FCONNECTCF | |
I I I
0-------- e o] |

I I

| F_CONNECT_CF |

Y Y
O-------------- - o] O----------m-- - - - o]
I I I I
| IDLE SPEAKER | | IDLE LISTENER |
I (1) I I (2) I
| See Speaker | | See Listener |
| State Diagram | | State Diagram |
I I I I
O--------------- - o] O--------------- - o]
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Speaker State Di agram
O-----mmmmmmme - o] O-----mmmmmmme - o]
| [IDLE LISTENER | | | DLE |
| CD _RQ just sent | | see (0) |
| see (3), Listen | | Idle
| State Diagram | | State Diagram |
O------mmmmmmm o - o] O------mmmmmmm o - o]
A A
| |
deci si on deci si on
F CD RQ F _RELEASE RQ
| |
o] o decision 0O---------- o decision 0--------------- o]
I IS > WAIT FOR | <---------- | |
| | F_EERP_RQ | | F_EERP_RQ | |
| | DLE | | EERP/ | | | DLE
| SPEAKER | decision | NERP | decision | SPEAKER |
| (1) [---------- > CONFIRM | <---------- | (4) |
| | F_NERP_RQ | | F_NERP_RQ |
| | | | | |
| | | | | CD_I ND |
| | f_rtr_cf | | | just received
| | <---------- | | | |
| | O---------- 0 | |
| | | |
| | | |
o] o] O------=-------- 0]
A A |
| | decision and P2 deci sion and P2
| | S U + - +
| | F START FILE RQ | | F_START_FI LE_RQ
[ \ \
| O------=----=---- o
| | f_file_start_cf(-) |
| - | OPENI NG |
| | |
| O------=---mm- - o]
| |
f file_close_cf(-) or f_start _file_cf(+)
f file_close_cf(+) and not P1 |
| \%
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O--------------- o] O--------------- o record to send 0--------
| | N R e e e >
| CLCSI NG | | DATA TRANSFER | F_DATA RQ | NEXT
| | | | | RECORD
| | | | f _dat a_cf |
| ] | <o |
O--------------- o] O--------------- o] 0--------
| A
| | end of file
| B +
| F_CLOSE_FI LE_RQ
| O--------------- -
| f file close cf(+) and P1 | I DLE LI STENER
R e >| see (2), Listen
| State Diagram
Predi cat es: O---------mm - - -

P1l: Positive confirmati on and Speaker = YES
P2: Mode = Both or (Mbde = Sender-only)

3.5.3 Listener State Di agram

O----mmmmmm oo o} O----mmmmmm oo
| | DLE SPEAKER | | | DLE
| CD_I ND j ust | |
| received see(4) | | see (0)
| Speaker State | | Idle
| Di agram | | State Di agram
O----mmmmmm oo o} O----mmmmmm oo
A A
| |
deci si on f eerp_ind deci si on
F CDIND 4---mcmmmmemn- + F_RELEASE_I ND
| | F RTR RS | |
| [ + |
| |
| |
N EEEE R e + |
| | FRTR RS |
| | | |
| | <o + |
| I DLE LI STENER | f_eerp_ind | I DLE LI STENER
| (2) | < | (3)
| | F RTR RS | CD_RQ
| | | j ust sent
| | f _nerp_ind
| R RREEEEEEEEEEEEE |
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| | F RTR_RS | |
| | | |
| | f_start file_ind | |
| | and not P1 | |
| [----mmmmme e + | |
o] 0 F_START_FILE_RS(-) | O---------- e - o]

A A | A A | | |

| | | | Ao + | |

| | | | | |

| | | | f_start _file_ind and not P1 | |

| | | A + |

| | | F _START FILE RS(-) |

| | | |

| | | f start file_ind f start file_ind

| | | and P1 and P1 |

| | S + B S +

| | F_START_FILE RS(+) | | F_START_FI LE_RS(+)

|| \Y

| | O-----=--=------- o]

| |f_close file_ ind and not P3 | |

| A-mmmemee e |

| F_CLOSE FILE RS(+, N) | |

| | DATA |

| | TRANSFER |

| f _close file_ ind and not P2 | [------------- +

R | | |

F CLOSE FILE _RS(-) | O +
O-----mmmmmme o - o F_DATA IND

O------=-------- o |
| IDLESPEAKER | f_close _file_ind and P3
| see (1), Spkr |<-------mmmmmm e +
| State Diagram | F CLOSE FI LE RS(+,Y)
O--------=------- 0]

Predi cat es:

P1l: Decision to send F_START FILE RS(+)
P2: Decision to send F_CLOSE FI LE RS(+)
P3: Decision to becone Speaker
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4. Protocol Specification
4.1. Overview
CDETTE-FTP is divided into five operating phases.

Start Session
Start File
Dat a Transfer
End File

End Sessi on

After the End Fil e phase, an ODETTE-FTP entity nmay enter a new Start
File phase or ternminate the session via the End Session phase.

ODETTE- FTP peers comruni cate by sendi ng and recei ving nessages in
Exchange Buffers via the Network Service. Each Exchange Buffer
contains one of the foll owi ng comands.

SSRM Start Session Ready Message
SSI D Start Session

SECD Security Change Direction
AUCH Aut henti cati on Chal | enge
AURP Aut hent i cati on Response
SFI D Start File

SFPA Start File Positive Answer
SFNA Start File Negative Answer
DATA Dat a

CDT Set Credit

EFI D End File

EFPA End File Positive Answer
EFNA End Fil e Negative Answer
ESI D End Session

CD Change Direction

EERP End to End Response

NERP Negati ve End Response

RTR Ready To Receive

The renmai nder of this section describes the protocol flows. Section
five details the command formats.

4,2. Start Session Phase

The Start Session phase is entered imediately after the network
connection has been established.
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4.2.1. Entity Definition
The ODETTE-FTP entity that took the initiative to establish the
networ k connection becones the Initiator. |Its peer becones the
Responder .

4.2.2. Protocol Sequence

The first nmessage nmust be sent by the Responder

1. Initiator <------------- SSRM - - Responder Ready Message
-- SSID ------------ > I dentification
S SSID -- I dentification

4.2.3. Secure Authentication
Havi ng exchanged SSIDs, the Initiator nmay optionally begin an
aut henti cation phase, in which each party proves its identity to the
ot her.

4.2.4. Protocol Sequence

The first authentication nmessage nmust be sent by the Initiator

1. Initiator -- SECD ------------ > Responder Change Direction
Commmmeeeeao s AUCH - - Chal | enge
e AURP - ccmmeeeeeas > Response
Commmeeee o SECD - - Change Direction
e AUCH --c-cmceamnes > Chal | enge
Commmmeee e o AURP - - Response

The Initiator sends a Security Change Direction (SECD) to which the
Responder replies with an Authentication Chall enge (AUCH).

The Responder |ooks up the public certificate that is linked to the
purported identity of the Initiator (located in the SSID). If the
Responder is unable to locate a suitable certificate then
authentication fails. The Responder uses the public key contained in
the certificate to encrypt a random chal |l enge, uni que for each
session, for the Initiator. This encrypted challenge is sent as a
[CvB] envelope to the Initiator as part of the AUCH

The Initiator decrypts the challenge using their private key and
sends the decrypted chall enge back to the Responder in the
Aut henti cati on Response (AURP)

The Responder checks that the data received in the AURP matches the
random chal | enge that was sent to the Initiator

Fri end I nf or mat i onal [ Page 29]



RFC 5024 CDETTE FTP 2 Novenber 2007

If the data matches, then the Initiator has authenticated
successfully and the Responder replies with a Security Change
Direction (SECD) begi nning the conpl enentary process of verifying the
Responder to the Initiator. |If the data does not match, then the
Initiator fails authentication.

4.3. Start File Phase

4.3.1. Entity Definition
The Initiator fromthe Start Session phase is designated the Speaker
whi |l e the Responder becones the Listener. The roles are reversed by

t he Speaker sending a Change Direction command to the Listener.

4.3.2. Protocol Sequence

1. Speaker -- SFID ------------ > Li st ener Start File
S SFPA - - Answer YES
2. Speaker -- SFID ------------ > Li stener Start File
S R SFNA - - Answer NO

Go To 1

Note: The User Nbnitor should take steps to prevent a | oop
situation occurring.

2. Speaker -- CD-------------- > Li stener Change Direction
Li stener <------------ EERP -- Speaker End to End Response
-- RTR ------------- > Ready to Receive
S R NERP - - Negati ve End Response
-- RTR ------------- > Ready to Receive
S T SFID -- Start File

4.3.3. Restart Facilities
The Start File command includes a count allowing the restart of an
interrupted transmi ssion to be negotiated. |If restart facilities are
not avail able, the restart count nust be set to zero. The sender
will start with the | owest record count + 1.

4.3.4. Broadcast Facilities
The destination in a Start File comand can be specified as foll ows.

1. An explicitly defined destination.

2. A group destination that allows an internmediate |location to
broadcast the Virtual File to nultiple destinations.
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The Listener will send a negative answer to the Speaker when the
destination is not known.

4.3.5. Priority

The prioritisation of files for transmssion is left to the |loca
i mpl enentation. To allow sone flexibility, a change direction
mechani smis available in the End File phase.

4.3.6. End to End Response (EERP)

The End to End Response (EERP) conmmand notifies the originator of a
Virtual File that the Virtual File has been successfully delivered to
its final destination. This allows the originator to perform house
keepi ng tasks such as del eting copies of the delivered data.

If the originator of the Virtual File requested a signed EERP in the
SFI D, the EERP nust be signed. Signing allows the originator of the
file to prove that the EERP was generated by the final destination

If the final destination is unable to sign the EERP, it may send back
an unsigned EERP. It is an inplenmentation issue to allow the
acceptance of an unsigned EERP if a signed EERP is requested.

A Response Command nust be sent fromthe |location performng the
final processing or distribution of the data to the originator. The
Response is mandatory and nay be sent in the sane or in any
subsequent sessi on.

When an internmedi ate | ocation broadcasts or distributes a Virtua
File, it nust receive a Response command fromall the locations to
which it forwarded the data before sending its own Response. This
ensures that the Response received by the Virtual File's originator
accounts for all the destination locations. An internediate |ocation
therefore needs to track the status of files it processes over tine.

The requesting of a signed EERP is inconpatible with the use of
broadcast facilities because an EERP can be signed by only one
destination. |If this scenario occurs, the internedi ate broadcast
| ocation may continue and ignore the request for a signed EERP or
send back a NERP.

Exanpl e: Point to Point

Location A sends file Ba to |location B, which will send an EERP to
location A after it successfully receives the file.
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Key: S - File Transfer
R - Response EERP
[Ba] - File for B fromA

Exanpl e: Data distribution

Location A sends a Virtual File containing data for distribution
to locations B and C via clearing centres E1 and E2. Cearing
centre E1 nust wait for a response fromE2 (for file Ba) and

|l ocation C before it sends its response, R8, to location A
Clearing centre E2 can only send response R7 to E1 when | ocation B
acknow edges file Ba with response R6.

0--------- 0 0--------- 0 0--------- 0 0--------- 0
| Loc. A |-- S1 -> Loc. E1 |-- S2 ->| Loc. E2 |-- S5 ->| Loc. B
| | | | | | | |
| [Ba,Ca] |<- R8 --| [Ba,Ca] |<- R7 --| [Ba] |<- R6 --| [Ba] |
0--------- 0 0--------- 0 0--------- 0 0--------- 0

A

| O mmnmn 0

| +o-- - S3 ->| Loc. C

| |

ERREEEES R4 --| [Ca] |

0--------- 0

Exanpl e: Data coll ection

Locations A and B send files Ca and Cb to clearing centre E1

whi ch forwards both files to location Cin a single Virtual File.
When it receives response R4 fromC, clearing centre E1 sends
response R5 to location A and R6 to |ocation B
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O--------- o] O--------- o] O--------- o]

| Loc. A |-- S1 ->| Loc. E1 |-- S3 ->| Loc. C

I I I I I I

| [Cal  |<- Rs --| [Ca,Cb] [<- R4 --| [Ca O] |

O--------- o] O--------- o] O--------- o]
A

O--------- o] | |

| Loc. B |-- S2 ----- +

I I I

| [Ch] |<- R6 --------- +

O--------- o]

4.3.7. Negative End Response (NERP)

In addition to the EERP, which allows control over successfu
transmi ssion of a file, a Negative End Response signals that a file
could not be delivered to the final destination or that the fina
destination could not process the received file.

It may be created by an internediate node that could not transmt the
file any further because the next node refuses to accept the file.
The cause of the refusal has to be non-tenporary, otherw se the

i nternmedi ate node has to try the transm ssi on agai n.

It may also be created by the final node that is unable to process
the file because of non-recoverabl e syntax or senantic errors in the
file, or because of the failure of any other processing performed on
the file.

The NERP will be sent back to the originator of the file.

The paraneters are equal to the ones of the EERP, but with additiona
i nformati on about the creator of the NERP and the abort reason

Where the NERP is created due to a failure to transnmit, the abort
reason is taken fromthe refusal reason that was sent by the node
refusing the file. Because of the NERP, it is possible for the

i nternedi ate node to stop trying to send the non-deliverable file and
to delete the file.

The NERP allows the originator of the file to react to the
unsuccessful transm ssion or processing, depending on the reason code
and the creator of the NERP.

If the originator of the Virtual File requested a signed EERP in the

SFI D, the NERP nust be signed. Signing allows the originator of the
file to prove by whomthe NERP was generated. |If the location
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generating the NERP is unable to sign the NERP, it nmay send back an
unsigned NERP. It is an inplenentation issue to allow the acceptance
of an unsigned EERP if a signed NERP is requested.

4.3.8. Ready To Receive Conmand (RTR)

In order to avoid congestion between two adj acent nodes caused by a
continuous flow of EERPs and NERPs, a Ready To Receive (RTR) comand
is provided. The RTR acts as an EERP/ NERP acknow edgenent for fl ow
control but has no end-to-end significance.

Speaker -- EERP ------------ > Li stener End to End Response
oo RTR -- Ready to Receive
- EERP ----ccccen- > End to End Response
Come e RTR -- Ready to Receive
- NERP ---cccmcem- > Negative End Response
oo RTR - - Ready to Receive
e SEID -cccmmmmmme - > Start File
or
SN'G D R > Exchange the turn

After sending an EERP or NERP, the Speaker nust wait for an RTR
bef ore sendi ng any other commands. The only acceptable commuands to
follow are:

EERP
NERP
SFID or CD (if there are no nore EERPs or NERPs to be sent)

4.4, Data Transfer Phase

Virtual File data flows fromthe Speaker to the Listener during the
Data Transfer phase, which is entered after the Start File phase.

4.4.1. Protocol Sequence

To avoid congestion at the protocol level, a flow control nechanism
is provided via the Set Credit (CDT) command.

A Credit Iimt is negotiated in the Start Session phase; this
represents the nunber of Data Exchange Buffers that the Speaker may
send before it is obliged to wait for a Credit conmand fromthe

Li stener.

The available credit is initially set to the negotiated val ue by the

Start File positive answer, which acts as an inplicit Credit co